UHdopmaumroHHana namMaTKa Ana odbyyarowmxca Ans pasMeLleHus Ha
ocpuumanbHbIX UHTEepHET-pecypcax

C KkaxgblM rogom MONOAEXM B MHTEPHETE CTAaHOBUTbLCHA OOnblue, a LIKOSbHUKWU OAHU N3 CaMbIX
aKTMBHbIX Mnosib3oBaTenen PyHeta. Mexay Tem, MOMMMO OrpOMHOIO KONM4ecTBa BO3MOXHOCTEMN,
WHTEPHET HeceT 1 Npobnembl. 3Ta namsTka JoIMKHa NoOMOoYb Tebe 6e30nacHO HAaXOAUTLCS B CETMU.

KomMnbloTepHble BUPYChI

KoMnbloTEepHbIA  BUPYC - 3TO  PasHOBUAHOCTb  KOMMBbIOTEPHLIX MPOrpaMM, OTINYUTENBHON
0COBGEHHOCTLIO KOTOPOW SIBNSIETCH CMOCOBHOCTL K pa3MHOXEHUIO. B gononHeHve kK 3ToMy, BUMPYChI
MOTyT MOBPEAMTb WM MOMHOCTbIO YHWUYTOXMTL BCE (alfibl U AaHHble, MNOAKOHTPOSbHbIE
nonb3oBaTesnto, OT MMEHM KOTOPOro Obina 3anylleHa 3apaxEéHHasi nporpaMma, a Takke NnoBpeauTb
WUNM Oaxe YHUYTOXWTb OMepauuoHHY0 CUCTEMY CO BceMu hainamu B uenoM. B GonbwmHcTBe
Cny4aeB pacnpoCTPaHAIOTCS BUPYChl Yepe3 UHTEPHET.

MeToabl 3aWmThl OT BPEAOHOCHbLIX NPOrpamMm:

1. Vcnonb3yin coBpeMeHHble onepaumoHHble CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3alUMTbl OT
BPEOOHOCHbIX NPOrpamm;

2. TllocTtosiHHO ycTaHaBnMBal naytM  (UndpoBble  3annaTkM, KOTOpble  aBTOMAaTU4ECKM
yCTaHaBNMBAKOTCA C Lenbio OopabTku nporpammbl) U Apyrne oOHOBMNEHMS1 CBOEW onepaLyoHHOMN
cuctembl. CkaumBal MX TOMbKO C odmumanbHOro canrta paspabortumka OC. Ecnm cyuwecTtByet
pexum aBToMaTU4eCKOro 0GHOBEHUS], BKIMIOYN ErO;

3. PaboTtan Ha cBoeM koMMblOTEpPEe MOA NpaBamMu MOMb3oBaTeENs, a He agMuMHUCTpaTopa. ATO He
Nno3BONUT OOMbLUMHCTBY BPEAOHOCHbLIX MPOrpaMM WMHCTaNIMPOBaTbCA Ha TBOEM MNEPCOHASIbHOM
KOMMbIOTEPE;

4. Vcnonb3yn aHTUBMPYCHble NpOrpamMMHble MPOAYKTbl  WU3BECTHbIX Npou3BoAUTENEn, C
aBToOMaTU4YeCcKMM obHOBreHnem bas;

5. OrpaHnydb u3nyeckmini JOCTYN K KOMMNBIOTEPY AN MOCTOPOHHMX ML,

6. icnonb3yi BHELLHWE HOoCUTENW nHopMaunn, Takme kak dorieLlka, guck unu amn ns nHTepHeTa,
TONNbKO U3 NpodepPEHHBIX NCTOYHNKOB;

7. He oTKkpbiBan KOMMbIOTEPHbIE halsibl, MOMYYEHHbIE U3 HEHaOEXHbIX WUCTOYHMKOB. [axe Te
dannbl, KOTOpble NpUcnan TBOM 3HAKOMbIN. Jlydlle YTOUYHWU y HEero, OTNpPaBnsan Nn OH Tebe Knx.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepepayn OaHHbIX, HE TEXHOmNOorusi, a Bcero nuwb 6peHna, mMapka. Euwe B
1991 rogy HupepnaHackas KomnaHus 3apeructpupoBana 6peng «WECAy», 4to o6o3Hadano
cnoBoco4veTaHne «Wireless Fidelity», koTophbiln nepeBoanTCS Kak «6ecnpoBogHast TOMHOCTbY.

[lo Hawero BpemeHn goluna apyras abopesmatypa, KoTopas SBsieTCs TakoW e TeEXHONornemn. 3710
abbpesunatypa «Wi-Fi». Takoe HasBaHue ObINIO AAHO C HAMEKOM Ha CTaHOapT BbICLUMIA 3BYKOBOWM
TexHukn Hi-Fi, 4TO B nepeBoae 03HavYaeT «BbICOKas TOMHOCTbY.

Ha, 6ecnnaTHbIn WHTEPHET-OOCTYN B Kade, OTendAx u asponoptax sBMAETCS OTMAWYHON
BO3MOXXHOCTbIO BbIXO4a B WHTEpHET. Ho MHOrme aKkcnepTbl cumTatoT, 4Yto obuwenoctynHole Wi-Fi
CeTun He ABNsATCA 6e30onacHbIMU.

CoseTbl No 6e3onacHOCTH paboTe B 06LeaocTynHbIX ceTax Wi-fi:

1. He nepepnaBali CBO NUYHY0 MHGOpMaumto Yepes obuiegoctynHble Wi-Fi cetn. PaboTasi B HuX,
XenaTtenbHO He BBOAUTb Naponv AOCTyNa, NOrMHbI U KakMe-To HOMepa;

2. Vicnonb3yn n 0OHOBNAM aHTUBMPYCHbIE MporpaMmmbl U 6paHamayep. Tem cambimM Tbl 06e3onacuilb
cebs OT 3aKayku BMpYca Ha TBOE YCTPONCTBO;



3. Mpu ucnonbsosaHmmn Wi-Fi otkntoumn dyHkumio «O6Lwmi goctyn K pannam m npuHtepam». [aHHas
PYHKUMS 3aKpbiTa N0 yMONYaHUIo, 0QHAKO HEKOTOPbIEe Momb3oBaTeny akTUBMpPYHOT eé Ansa yaobcerea
ncnonb3oBaHus B pabote unm ydebe;

4. He wucnonb3yn nyonuuHbin WI-FI gna nepegayn nNUYHbIX OaHHbIX, Hanpumep Ans BbIXO4a B
counanbHble CETU UMW B SNEKTPOHHYIO MOYTY;

5. inonb3yn Tonbko 3aluumiieHHoe coefuHeHne yepe3 HTTPS, a He HTTP, 1.e. npu Habope Be6-
agpeca BBoAM UMeHHO «https://»;

6. B mobunbHom TenedoHe oTkmouM yHkumio «lMogknioveHne k Wi-Fi aBTomatmnyeckmn». He
Aonyckan aBToMaTU4EeCKOro NnogknodeHns yctponcrtsea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble cetn

CoumarnbHble CeTM aKTMBHO BXOAST B Hally XM3Hb, MHOrMe nogn paboTalT WM KUBYT Tam
NOCTOSIHHO, a B Facebook yxxe 3apernctpupoBaH MunnmMapa Yernosek, YTo ABNAeTCA 0OHON cebMOK
BCeX Xutenen nnaHetbl. MHOrMe nonb3oBaTenu He NMOHMUMAKOT, 4YTO MHd)OpMaLLMﬂ, pa3mMelleHHan
MMM B coUManbHbIX CETSX, MOXET OblTb HaWdeHa W UCMoSfib30oBaHa KeM YrogHo, B TOM 4MuCre He
0bs13aTeNbHO ¢ BGnarMMm HamepeHnsMn.

OcHoBHble COBETbI N0 6e30MacHOCTU B CoUMarnbHbIX CETSAX:
1. OrpaHuyb cnucok apysein. Y 1ebs B Apy3bsax HE AOMKHO ObITb CrlyYalHbIX U HE3HAKOMbIX NoAEN;

2. 3awmuwan cBOK YacTHYH XU3Hb. He ykasbiBanm naponu, tenedoHbl, agpeca, gaTy TBOEro
POXOEHNS W OPYrylo JNUYHYHO MHGOPMauno. 3MOYMbILLIIEHHMKM MOrYT MWCMONb30oBaTh Aaxe
MHOPMaLMIO O TOM, KaK Tbl U TBOM POAUTENN MNaHUpyeTe NPOBECTM KaHMKYIbI;

3. 3awumuian cBol penyTaumio - AepXn ee B YMCTOTE M 3adaBan cede Bonpoc: xoTen Obl Thbl, YTOObI
Apyrve nonb3oBaTenn Bugenu, YTo Thbl 3arpykaelb? Moayman, npexae Yem 4YTo-To onybnmMkoBaTh,
HanucaTb 1 3arpy3unThb;

4. Ecnn TbI roeopuilb C NnogbMn, KOTOPbIX HE 3Haellb, HE I/ICI'IOJ'Ib3yl7| CBO€e pealribHOoe nmMma U opyryro
JINYHYIO VIHCbOpMaLI,VIVIZ M4, MEeCTO XUTenbCcTBa, MECTO yqe6b| n npo4yee;

5. N36eran pasmelleHus doTtorpacduii B VIHTepHeTe, rae Tbl M3006pa)keH Ha MeCTHOCTM, MO KOTOPOW
MOXHO OnpeaenuTb TBOE MECTOMNOSIOXKEHUE;

6. Mpu perucTpaummn B coumanbHON ceTu HeoBX0AMMO UCMONb30BaTh CrOXHbIE Naponn, CoCToALLME
13 BYKB 1 LNAP U C KONMMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumansHoOW ceTun, MoYTbl U APYrUX CamToB HEOBXOAMMO MCMONb30BaTb pasHble Maposnu.
Toraa ecnu Tebsa B3NOMatoT, TO 3M0YMbILLMEHHUKM NOMy4YaT AOCTYN TOMLKO K OAHOMY MECTY, a He BO
BCE Cpasy.

ONEeKTPOHHbIE AEHbLIN

ONEeKTPOHHbIE AEHbMM — 3TO OYEHb YAOGHLIN Crocob NnaTexen, OAHAKO CYLLECTBYHT MOLUEHHMKM,
KOTOpPbI€ XOTAT MONY4YUTb 3TN AEHbIN.

SJ'IeKTpOHHbIe OEeHbIn noAaBUNNCb coBcemMm HeaaBHO N MMEHHO U3-3a 3TOM0 BO MHOIMX rocygapcrBax
00 CUX NMop He nNponncaHo Npo HMUX B 3aKOHax.

B Poccumn xe OoHM (DYHKLUMOHMPYIOT U O HUX YXKEe MpONUcaHo B 3aKOHe, Fae WX pasfensitoT Ha
HECKONbKO BWAOB - @aHOHWMHbIE W HE aHOHWMHble. PasHuua B TOM, YTO aHOHWMHblE - 3TO Te, B
KOTOPbIX paspellaeTcs NpPoBOAMTbL ornepauun 6e3 uaeHTUdMKauuM nonb3oBaTtens, a B
HEeaHOHUMHBbIX MAEHTUUKaLMK NoSb3oBaTeNs ABNSETCS 06s3aTeNbHON.

Takke crniegyeT pasnuyaTtb 3NEKTPOHHbIE (hraTHble AeHbru (paBHbl FOCY4apCTBEHHBIM BantoTam) u
9NEKTPOHHbIE HednaTHbIE AeHbIMN (HE paBHbl rOCY4apCTBEHHbLIM BanoTam).

OcHoBHble coBeTbl Mo Ge3onacHoi paboTe ¢ 3NEKTPOHHBIMU AeHbraMu:



1. MpuBSKM K cHETY MOOUNBHLIN TenedoH. 3To caMbln YAOOHLIN U BbICTPLIN CNOCO6 BOCCTAHOBUTL
AocTyn K cyeTy. lNpmBasaHHbIA TenedgoH NOMoXeT, ecnn 3abyaellb CBOW NaTeXHbI Napofb Unn
3angellb Ha canT C HE3HAKOMOro YCTPONCTBA;

2. Ncnonb3yi ogHopasoBble naponu. [locne nepexoga Ha yCUIEHHYI0 aBTopu3aumio Tebe yxe He
OyOeT yrpoxaTtb OMacHOCTb KpaXku Uiv nepexasaTa NnaTexHoro napons;

3. Bbibepu crnoxHbeii naponb. [pecTynHukam OyoeT He npoCTO yragaTb CIOXHbLIA Naposb.
HagexHble naponn — 3To naponu, KoTopble cofepaT He MeHee 8 3HaKoB W BKMo4aloT B cebs
CTPOYHbIE U NpONUCHbIe ByKBbI, UMAPbLI 1 HECKONBbKO CMMBOIOB, TakMe Kak 3Hak gonnapa, yHTa,
BOCKMNMUaTenbHbIN 3HakK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAW CBOM NUYHbIE JaHHbIE HA CanTax, KOTOPbIM HE AOBepPSELLb.
OneKTPOHHas! NoHTa

ONeKTpoHHas noyta — 9TO TEXHOMOMMA W NPEeAoCTaBlSIEMbIE €0 YCNYyrM MO MNepechlike U
NONYYEHUIO 3NEKTPOHHBLIX COOOLLEHNI, KOTOPbIE pacnpenensaTcs B KOMMNbOTEpHON ceTu. OBbIYHO
SMNEKTPOHHbIN MOYTOBbLIN ALLUK BbIFMAAMT criegyowum obpa3omM: MMs_Nonb3oBaTensa@ums_aoMeHa.
Takxke KpoMme nepegaym NPoCcToro TekcTa, MMeeTcs BO3MOXHOCTb NepeAaBaTh dannbl.

OcHoBHble COBEThI N0 Ge3onacHoi paGoTe C ANEeKTPOHHOW NOYTON:

1. Hapo BbiGpaTh NpaBunbHbIN NOYTOBLIN cepBUC. B MHTepHEeTe ecTb OrpOMHBIN BbIGOp BecnnaTHbIX
NMOYTOBbLIX CEPBUCOB, OAHAKO fyylle AOBepsATb TEM, KOro 3Haellb U KTO NEPBbIN B PEATUHTE;

2. He vykasbiBah B JMYHOW MOYTE JNMYHYK MHGOpMaumio. Hanpumep, nydwe BbiGpaTh
«My3blKanbHbIN_hbaHaT@» unmn «pok2013» BMecTo «Temal3y;

3. Vcnonb3yi OByxaTanHytlo aBTopu3auumio. JTO Korga NOMMMO Napossi HY)KHO BBOAWTb KOA,
npucbinaemsin no SMS;

4. Bblbepn cnoxHbin naponb. [ns Kaxgoro noyToBOro silMKa OOSMKEH OblTb CBOW HaOEXHbIN,
YCTONYMBLIW K B3rIOMY Naporb;

5. Ecnun ecTb BO3MOXHOCTb Hanucatb camMmomy CBOW JTIUYHbIN BOMNpPOC, I/ICI'IOJ'Ib3yI7I 3TY BO3MOXHOCTb;

6. Mcnonb3yin HECKONbKO MOYTOBbLIX SAWMKOB. [lepBbln ONA YacTHOM MNepennucku ¢ agpecatamu,
KOTOPLIM Tbl JOBepsiellb. JTO SMEKTPOHHbIN agpec He Hado UCMoNb3oBaTb MpPU perncrTpauumn Ha
dopymax 1 cantax;

7. He oTkpbiBan dannbl 1 gpyrme BrOXEHMS B NUCbMaXxX Aaxe €CN OHW NPULLNN OT TBOUX APY3eN.
Jlydlue yTOUYHN Y HUX, OTNPaBNANN N OHU Tebe 3TK dannbl;

8. Mocne okoH4YaHUs1 paboTbl HA MOYTOBOM CEPBUCE Nepes 3akpbiTUEM BKIMAAKN C CAanTOM He 3abyab
HaxaTb Ha «BbinTn».

KnGepOynnuHr nnu BupTyarnbHoe 13aeBaTenbCTBO

KnbepbynnuHr — npecnefoBaHve coobLeHMAMKY, coaepXaliumm ockopbneHus, arpeccuio,
3anyrmBaHue; XynuraHcTBO; couuanbHoe OOMKOTMPOBaHWE C MOMOLLLI0 PasfnUyHbIX WUHTEpPHEeT-
CEpPBU1COB.

OcHoBHbIe coBeTbl M0 6opbbe ¢ kKnbepOynnMHrom:

1. He Gpocaiica B 60o. Jlyqwmnii cnocob: nocoBeToBaTbCA Kak cebsa BECTU U, €CNN HET TOTO, K KOMY
MOXHO 06paTuUTbCs, TO BHayane ycnokouTbcs. Ecnu Tbl HauyHelwb OTBeYaTb OCKOPONeHusIMM Ha
OCKOPOeHUs, TO TOMbKO eLle BornbLle pa3oxKellb KOHMINKT;

2. YnpaBnsau cBoew knbeppenyTtauuen;

3. AHOHUMHOCTb B CETU MHUMas. CyLLl,eCTByIOT Cnocobbl BbLIACHUTb, KTO CTOUT 3@ aHOHWMHbIM
dKKayHTOM;



4. He cTouT BECTM XynuraHckum obpas BUPTYyanbHOW XU3HW. WHTepHeT duKCupyeT BCE TBOM
AENCTBUA N COXpaHsaeT nx. YaanuTb ux 6yaeT kparnHe 3aTpyaHUTENbHO;

5. Cobntogan cBov BUPTYanbHY YeCTb CMOSOAY;

6. WrHopupyn eguHuuHbIi  Heratme. OpHopas3oBble OCKOPOUTENbHbIE COOOLEHUA nyylle
urHopvpoBaTb. OBbIYHO arpeccus NpekpaLlaeTcs Ha HayanbHON CTaauuy;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbLIMU COOOLLEHNSIMU, B COLIMAlbHbLIX CETSIX €CTb
BO3MOXHOCTb BITOKMPOBKM OTNPaBKX COOOLLIEHWIA C ONpeaerneHHbIX aapecoB;

8. Ecnu Tbl cBupeTenb kubepOynnuHra. TBou OENCTBMA: BbICTYMWTL NPOTUB MpecnegoBartens,
nokasatb eMmy, 4YTO ero JenCTBUSA OLEHMBAIOTCA HeraTMBHO, MOAAepXaTb XepTBY, KOTOPOW HyXXHa
ncuxorsiornyeckasi NOMOLLb, COOBLLMTL B3POCNbIM O hakTe arpeCcCUBHOMO NOBEAEHUS B CETH.

MobunbHbI TenedoH

CoBpemeHHble CcMapTdOHbl M MNNaHWeTbl cogepxaT B cebe BMOfHe B3poCnbin PyHKUMOHAnM,
M Tenepb OHWM MOTYT KOHKYPMPOBAaTb CO CTaLMOHAPHbIMK kKoMmnbioTepamu. OgHako, CpeacTs 3alumThl
ANA MNOAOOHbIX YCTPOWCTB MNOKa O4YeHb Mano. TecTMpOBaHME U MOUCK YA3BUMOCTEM B HMX
NPOUCX0ANT HEe Tak MHTEHCUBHO, kak ans MK, To ke camoe kacaeTcst 1 MOBUIbHBIX MPUIOXKEHUN.

COBpeMeHHbIe MOOUNbHbIE 6pay3epbl yXe npakTtn4eckn porHann HacTofibHble aHanoru, ogHako
paclimnpeHmne (byHKLI,VIOHaﬂa Bne4eT 3a cobon 60ﬂbUJyIO CITOXHOCTb 1 MEeHbLUYI 3alLLEHHOCTb.

[laneko He BCe NPOM3BOAMTENM BbINyCKaOT OGHOBMNEHUS, 3aKpbiBAOLLME KPUTUYECKME YA3BMMOCTH
AJ151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTU MOBOWIbHOro TenedoHa:

1. Hnyero He gaBnsieTcsa no-Hactosiwemy OGecnnaTHbiM. byab ocTopoXeH, Bedb kKorga Tebe
npeanaralT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKpPbIThbl KaKMe-TO niaTHbIe YCIyru;

2. Oymaii, npexage 4em otnpaButb SMS, ¢oTO Mnm Bnaeo. Thl TOYHO 3HaeLWb, rge OHu OyayT B
KOHEeYHOM uTore?

3. Heo6xoammo 06HOBNATL ONEpPaLMOHHY0 CUCTEMY TBOEro CMapT(OHa;
4. Vicnonb3yi aHTUBUPYCHbIE NPOrpaMMbl 415t MOBUINbHLIX TeNE(OHOB;

5. He 3arpyxan npunoxeHna OT HEU3BECTHOrO WCTOYHMKA, Bedb OHW MOryT cofepxaTb
BpeOoOHOCHOE NporpamMmmMHoe obecrneyeHune;

6. lNocne TOro kak Tbl BbiMAEWb C canTa, rge BBOAWM JNYHYKO MHdOPMaLMIO, 3angum B
HacTpouku bpaysepa u yaanm cookies;

7. I'Iepmon,vlqecm nposep;m Kakue nnatHble YyCInyrn aktuBMpoBaHbl Ha TBOEM HOMEpPE,

8. [amaii cBoWi HOMep MOGMMBLHOrO TenedoHa TOMbKO TOAAM, KOTOPbIX Thl 3Haellb U KOMY
foBepsieLlb;

9. Bluetooth pormxeH ObiTb BbIKMOYEH, KOraa Tbl MM He nonb3yewbcs. He 3abbiBaii mHoraoa
npoBepsiTb 3TO.

Online urpbl

CoBpeMeHHbIe OHMaWH-Urpbl - 3TO KpacOo4Hble, 3axBaTblBalOLME pasBrieveHusi, obbeauHsioLme
COTHM ThbICAY YenoBek Mo Bcemy Mupy. Mrpoku nccnegytoT AaHHbIA MM MUp, obliarTcs Apyr C
APYroM, BbINOSHSOT 3aaHNs, CpaXarTcsl C MOHCTPaMM U NOMyYaroT onbIT. 3a YA0BONLCTBUE OHU
nnaTsaT: NOKynakT ONUCK, OnradvBaloT aboOHEMEHT UK NPUOGpPeTaloT Kakmne-To Oonumun.

Bce aTm cpeactBa uayT Ha noadepxaHve U pasBuTME UIpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLMM, BbIMyCKalOTCsl HOBblE naTyM (UMdpoBble 3annaTku Ans
nporpamm), 3aKpbiBatoTCs YSA3BUMOCTY CEPBEPOB.



B nonoGHbIX Urpax CToMT onacaTbCs HE CTOSNbKO CBOMX COMEPHMKOB, CKOMbKO KPaKn TBOErO Napors,
Ha KOTOPOM OCHOBaHa cUCTEMa aBTopu3aLuy GONbLUMHCTBA Urp.

OcHoBHbIe coBeThbl MO 6e30NacHOCTM TBOEro UrpoBOro akkayHTta:

1. Ecnu gpyron urpok Beget ceba nnoxo mnu co3gaet 1ebe HenpuATHOCTU, 3abrokupyn ero B
CMUCKE UTPOKOB;

2. I'Io>|<anyl7|c;| agMUHUCTpaToOpaM UIpbl Ha nMNJyioxoe noBegeHne 3TOro WUrpoka, xenartelibHO
NPUNOXUTb KakKne-To AoKa3aTeNbCTBa B BUAE CKPUHOB,

3. He ykasbiBan niMyHyto MHopmauuio B npocpanne urpbl;
4. YBaxan Opyrux y4acTHUKOB No Urpe;

5. He yctaHaBnuBan HeodmumManbHble Natin u MOAbl;

6. Vicnonb3ayi CnoxHble N pasHble Naponu;

7. Daxe BO BpeMA Urpbl HEe CTOUT OTKIKOYaTb aHTUBUPYC. Moka Thl nrpaeulb, TBOW KOMMNbOTEP
MOryT 3apa3nThb.

DOULLINHT Unn KpaXka NMMYHbIX AaHHbIX

OObIYHON Kpaxkel [OeHer U [OKYMEHTOB CErodHsl YXXe& HUKOro He yauBullb, HO C pas3BUTUEM
WHTEPHET-TEXHONOMNIA 3MTOYMbILLUSIEHHUKM NEPEMECTUIINCE B MHTEPHET, U NPOAOIHKAKOT 3aHMMaTbCSA
«IOOUMbIM» OENOM.

Tak nosiBMnacb HoBasl yrpo3a: MHTEePHET-MOLLUEHHMYEeCTBa UM (OULLIMHT, TNaBHas UeNb KOTOPOro
COCTOMT B MONyYeHMM KOHMAeHUManbHbIX AaHHbIX Mofb3oBaTenen — forMHoB M naponen. Ha
aHrnuinckom nasbike phishing unMtaetca kak dmwwmHr (ot fishing — pbibHaa noensa, password —
naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBouM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOS aHKeTa Obina B3nomaHa, To
Heob6xoaMMo 3abrnokMpoBaTb €e U COOBLLUUTL aAMUHUCTpaTopaM pecypca 06 3TOM Kak MOXHO
cKopee;

2. |/|CI'IOJ'Ib3yI7I BesonacHble Beb-canTbl, B TOM YncCre, MHTEpPHEeT-MarasamHoB 1 NOUCKOBbIX CUCTEM;

3. Wcnonb3yi cnoxHble W pasHble naponu. Takum obpasom, ecnv TebGs B3nomarwT, TO
3M0YMBILLNIEHHUKI NOMyYaT AOCTYN TOMbKO K O4HOMY TBOEMY NPOUio B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, TO HeobxoaMMO npeaynpeavTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaerneHbl y Tebst B Apy3bsiX, O TOM, 4YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn Oyaet
pacchblniaTbCsl Cnam U CCbINKM Ha PULLNHIOBbLIE CalThbl;

5. YcrtaHoBu HagexHbi naponb (PIN) Ha MOBUNBHBIN TeNedoH;
6. OTknoumM coxpaHeHne naponsi B 6bpaysepe;

7. He oTkpbiBan dannbl U Apyrve BrIOXEHUS B NMUCbMaX AaXe eCriv OHW MpULLNn OT TBOUX ApY3en.
Jlydlle yTOYHM Y HMX, OTNPaBNANM N oHn Tebe aTn channel.

Lndposas penyrauus

Undposas penytauma - 3TO HeraTMBHas WNU MO3UTMBHAA MWHQopMaums B ceTu o Tebe.
KomnpomeTtupytowass mHdopmaums pasmelleHHass B WMHTEepHeTe MOXeT cepbe3HbiM 0obpa3om
OTpa3nTbCA Ha TBOEW peanbHOW XusHu. «Lndposas penytauma» - 370 TBOW UMUK, KOTOPbLIA
dopmupyeTca 13 uHcpopmauum o Tebe B MHTEPHETE.

TBOEe MecTo XWUTenbCcTBa, y4ebbl, TBOe (PMHAHCOBOE MONOXeHMe, OCOBEHHOCTU XapakTepa WU
pacckasbl 0 6rIM3KNX - BCe 3TO HaKannMBaeTcs B CETU.



MHorme nNoapoCTKN NErKOMBICIIEHHO OTHOCATCA K NyGruvkauum nnyHon nHdopmaumm B VIHTEpHeTe,
HEe NOHUMAas BO3MOXHbIX NOCNeACTBUNA. Thl AaXe HE CMOXELLb AoragaTtbCcs 0 TOM, YTo dhoTorpadus,
pasmeLLeHHas 5 neT Hasag, cTana npuMyYnHOM OTKala NpUHATL Tebsa Ha paboTy.

KommeHTapun, pasmelleHne TBomx doTorpadmin u apyrne OeWCTBUS MOTYT HE UCYE3HYTb Oaxe
nocrie Toro, Kak Tbl MX yaanuwb. Thl HE 3HAELUb, KTO COXpaHUN 3Ty nHdopmaLmio, nonana nn oHa B
NMOWNCKOBbIE CUCTEMbBI U COXPaHUnach N OHa, a rmaBHoe: YTO NoAyMaloT O Tebe oKpyxatoLlee nau,
KOTOpble HangyT u yBUMAAT 3T0. Hantn nHdopmaumio MHOro net crnycts CMoXeT ntobon - kKak u3
[06pbIX NOBYXXAEHUI, TaK U C HAMEPEHNEM NPUYMHUTE Bped. DTO MOXET ObITb KTO YrogHo.

OcCHOBHbIE COBETbI MO 3aLuMTe UncpoBOM penyTauumm:

1. Mogyman, npexae Yyem 4TO-TO Ny6GNMKOBaThL M nNepefasaTb y cebs B Onore unm B coumanbHOn
ceTu;

2. B HacTpoikax npocunsa yCTaHOBW OrpaHU4EeHUs Ha MNPOCMOTP TBOero npoduna u ero
COAEePXXMMOro, caernan ero ToNbKo «ANa Apy3emny;

3. He pasmewian n He ykasbiBanl WHGOPMaUMIO, KOTOpas MOXeT KOro-nubo ockopbnate unu
obunxarb.

ABTOpCKOE NpaBo

CoBpeMeHHbIe LLKOMbHUKN- aKTUBHbIE NONb3oBaTeNun LM@POBOro npoctpaHcTea. OgHako Aaneko He
BCE 3HAlOT, YTO MOSIb30OBaHNE MHOMVMU BO3MOXHOCTSIMU LMcpoBOro Mupa TpebyeT cobnioaeHus
npaB Ha UHTENNEKTyanbHy COGCTBEHHOCTD.

TepMVIH «MHTEenneKkTyanbHasa COBCTBEHHOCTbY» OTHOCUTCS K pa3nM4HbIM TBOPEHNAM YeroBe4yeCcKoro
yMma, HadnHaa C HOBbIX VI306peTeHI/Il7I M 3HaKoB, 0603Ha4valoLWmMx COOBCTBEHHOCTb Ha npPoOAYKTbl U
ycnyrm , W 3akaH4YnmBaA KHUramu, (bOTOFpa(bI/IFIMI/I, KVIHOCbVIJ'IbMaMI/I M My3blKallbHbIMU
npon3BegeHnaMNn.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENMNEKTyanbHyld COOBCTBEHHOCTb Ha MPOU3BEAEHUS HayKM,
nutepatypbl M UCKyccTBa. ABTOPCKME MpaBa BbICTYNAlT B KaydecTBE rapaHTMM TOro, 41O
WHTENNEKTYanbHbIN/TBOPYECKUA Tpyn aBTopa He OyaeT HanpacHbiM, JacT eMy crnpaBeanuBble
BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTtax CBOEro Tpyaa, NosydYnTb M3BECTHOCTb M MPU3HAHMKE.
HukTo Ge3 paspelleHMs aBTOpa HE MOXET BOCNPOM3BOAUTL €ro NPou3BeAeHne, pacnpocTpaHAaTb,
nybrnmM4yHoO AEMOHCTPUPOBATL, NpodaBaTh, UMMNOPTUPOBATL, NYCKaTb B NpokaT, My6nnMYHO MCNONHATD,
nokasblBaTb/UCNOMHATL B 3dmpe unm pasmewlats B VIHTepHeTe.

Wcnonb3oBaHne «MUpaTCKoro» nporpamMmmHoro obecrneyeHnsa MoxXeT npmnBecTn K MHOrMM puUCkam: OT
noTepun AaHHbIX K TBOMM aKKayHTaMm [0 6J'IOKI/I|DOBKVI TBOEro yCTpOVICTBa, roe yCTaHOBﬂeHHbIVI He
nieranbHaa nporpamMmma. He ctouT Takke 3abbiBaTb, 4TO CyLleCTByeT JleralibHble ” fecnnaTHble
nporpamMmbl, KOTOpble MOXXHO HanTu B ceTun.

O noptane

CeTeBUYOK.pd - TBOW MaBHbIA COBETYMK B CETU. 30€Chb Thl MOXELLb Y3HaTb 0 6e30nacHOCTU B ceTu
MOHSATHLIM WM AOCTYMHbIM SA3bIKOM, @ NPV BO3HWKHOBEHUW KPUTUYECKOW CUTyauun obpaTuTbCs 3a
coBeToM. A Takke NPUHATb y4acTUe B KOHKypcax M cTaTb caMbiM LMAPPOBbLIM rpaxaaHuHoM!



