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O HanpaBneHuu nHcpopmauum

[enapTameHT rocynapCTBEHHON MONUTUKM B cdepe obLiero obpasoBaHusa MuHoOpHayku Poccum
HanpaBngaeT And cBedeHus paspaboTaHHble BpemeHHon komuccuen CoseTta Pegepaumm Mo
pasBuTMIO UHGOPMAaLMOHHOrO 06LlecTBa MeTOOMYECKME PEKOMEHAAUUSIM O pasMeLleHMn Ha
WHOPMALMOHHBIX CTeHAdax, odumumanbHbiX UWHTEpPHeT-canTax W  Apyrux WMHGpOpMauNoHHbIX
pecypcax obuieobpasoBaTenbHbIX OpraHv3auuin KU OpraHoB, OCYLLECTBASIOWMX YynpaBrneHue B
chepe obpasoBanHus, nHdbopmaumm o 6esonacHom NOBEAEHWUM U UCNONb30BaHUN ceTn «HTEepHET».

OupekTtop [denaptameHTa
A.E. MNeTpos

MeTtoauuyeckue pekomeHpgauuu
O pa3mMeLleHMn Ha MHPOPMaALIMOHHBLIX CTeHAax, opuLmanbHbIX
MHTEepHeT-cauTax n Apyrux MHopmMaLuoHHbIX pecypcax
oGLweobpa3oBaTenibHbIX OpraHu3au1Mn u opraHoB, OCYLLECTBNAOLMNX
ynpaBneHue B cchepe obpaszoBaHus, uHcpopmaymum o 6esonacHom
noBeAeHUU U NUCNosib3oBaHUM ceTn «AHTepHeT»

Okcneptamu M yneHamun BpemeHHonm komuccum CoBeTta degepauum  nNo  pasBUTUID
MHOPMaLMOHHOro 06LEeCcTBa B pamMKax BbINOSIHEHWUS PEKOMEHZALMN NapiaMeHTCKUX ChyLaHui
«AKTyanbHble Bomnpocbl obecnedeHus ©e30MacHOCTM W pasBuUTUS geTe B UHGOpMaLMOHHOM
npocTpaHcTBey, koTopble npownn B Coeete Pepepaumm 17 anpens 2017 r., 6binu paspaboTtaHbl
MeToANYECKME PEKOMEHOAUMN O pasMeLlleHMM Ha MHAOPMAUMOHHBIX CTeHdax, oduumanbHbIX
WHTEepPHeT-canTax M Apyrmx UHGOPMaLMNOHHBIX pecypcax obLieobpasoBaTesibHbIX OpraHu3auumn u
OpraHoB, OCYLLECTBRSALUX ynpaBneHne B cdepe obpasoBaHus, nHdopmauum o 6es3onacHom
noBefeHNN 1 UCMoNb3oBaHUK ceTu «IHTepHEeT» (ganee - MeToaU4eCcKMe pekomeHaaumm).

MeTogondeckne  pekOMeHAauuMuM  HanpaefieHbl Ha  KadeCTBEHHOE  MOBbIWEHWE  YPOBHS
MHdOPMaLMOHHON nesaTenbHOCTU obuweobpasoBaTenbHbIX  OpraHM3auun " OpraHos,
OCYLLECTBNAIOLWNX ynpaBrieHne B cdepe oOpasoBaHUs, B 4acTu MHAOPMMPOBAHUA Y4YaLLMXCH, UX
poauTenen (3akOHHbIX MpeacTaBUTENEN) U negarormyecknx paboTHMKOB OO OCHOBHLIX acrnekTax
MHdOPMaLMOHHON 6e30MacHOCTMW.

MeToanyeckue pekoMeHaauMM NO3BONAT 06Lleobpa3oBaTenbHbIM OpraHM3aumMam W opraHam,
OCYLLUECTBNSALINM yrpaBreHne B cdepe obpas3oBaHus, akTyannsmMpoBaTh YXe WUCMOoNb3yemble U
pasMeLleHHble MHOPMAaLMOHHBIE MaTepuarnbl, Tak U NOAroTOBUTb MX B Cllydae WX OTCYTCTBUSI C
YYETOM NyYLIMX NPaKTUK U PEKOMEHaLNIA.

B pamkax MeTogmnyeckux pekoMmeHaauui paccmMaTpuBalTCs crieqylolme MHCTPYMEHTHI:
1. nucbopMauUmnOHHbIE CTEHADI;
2. opuumanbHble MHTEPHET-PECYPChl;

3. cpeacTBa MaccoBoKr MHpopmaLmm (LLUKOSbHbIE ra3eTbl, Negarornieckue nsgaHus n gpyrue).



MHdopmaunoHHble  cTeHabl Ha  MHOpMauMOHHBIX  CTeHaax B obweobpasoBaTenbHbIX
opraHusauusax, pacnofiokeHHblx B done yypexageHunm u B kabuHeTax, OCHaLLEHHbIX
nepcoHanbHbIMM YCTPOWCTBaMU ANS BbIXxoda B ceTb «MHTEpHEeT», pekomeHayeTcs pasMecTUTb
WH(POPMALMOHHbIE NAMATKU, COAEPXKALLUME OCHOBHbIE COBETbI N0 0bGecneyvyeHnto MHGPOPMaLMOHHON
6e3onacHOCTU y4aLuxcs.

BI'IpI/IJ'IO)KeHI/IVI Ne1 kK mMeTOOMYECK M pekoMmeHgaunam npencrtasrieH 06pa3eu, NaMATKN  Ond
pa3meLlleHna Ha MHd)OpMaLLVIOHHbIX CTeHOax.

CpenctBa maccoBon mHgopmaumm B cpegctBax maccoBov MHGOpPMaUMW, OPUEHTUPOBAHHLIX Ha
obyyaroLmxcsl, pekoMeHOyeTcsas B TedeHuMM y4yebHOro roga  peryndpHo  nybnukoBatb
WHOPMALMOHHbIE  MaTepuarnbl, MOCBSILEHHbIE  OTAENbHbIM — acnektam  MHOpMaLMOHHON
Ge3onacHoCTK, a Takke pasnuyHble NamaTKM 0bOLLEero xapakrepa.

B cpeactBax maccoBov MHOpMauuKM, OPUEHTMPOBAHHLIX Ha Mnegarormdeckyto obLecTBEHHOCTb,
pPEKOMEHAYETCA B TEYEeHWW KaneHAapHOro roga perynsapHo nybnvkoBaTb WHGOPMaUUOHHLIE
maTtepuarnsbl, noceBdAWeHHble  OTAEJIbHbIM acrnektam VIH(*)OpMGLI,I/IOHHOVI ©esonacHocTu KakK
HEeCOBEPLLUEHHONETHMX, Tak 1 06Leobpa3oBaTeNbHbIX OpraHM3aunii, a Takke pasfMyHblie NaMsTKu,
00630pbl HOPMATMBHO-MPaABOBOr0 PEerynMpoBaHUs gaHHOW cdepbl U MHAPOPMALMIO O akTyanbHbIX
MEpPONPUATUSX N COOLITUAX B AaHHOW cdhepe.

B xope npoBepeHust EpuHoro ypoka no 6GesonacHocTn B ceTn «MHTepHeT» pekoMeHayeTcs
obecneynTb BbINYCK TeMaTU4eCKoro BbiNycka CpPeACcTBa MaccoBOWM WMHGoOpMauum nubo cepuu
nyonukaumm, cpean KoTopbiX PacCMOTPETb OpraHN30BaHHbIE MEePOoNpPUATUS AN oby4aroLlmMxcs, nx
poauTenen (3aKkoHHbLIX NPeAcTaBUTENEN) 1 NeJarornyeckon 0oLLECTBEHHOCTN.

OdwmumaneHble UHTepHeT-pecypcbl Ob6LeobpasoBaTeNbHbIM OpraHn3aumMsaM pPeKoOMEHOYeTCs Ha
cBOUX odmumanbHbIX VIHTEpHET-pecypcax obecneunTb OYHKLUMOHUPOBAHNE CaMOCTOSITENIbLHOTO U
cneumanuanpoeaHHoro pasgen «MHdopmaumoHHas 6Ge3onacHOCTb», B paMkax KOTOpPOro
npegycMoTpeTb pasMeLleHme cnegyowen nHopmaLmm:

®dopmar
Ne Pasgen/nopgpaspen npeacraBneHUsA CopepxaHue maTepuanoB
maTtepuanoB

1. | JlokanbHble HopmaTtuBHble | Konnn gokymeHTOB | Pasmelwlalotcd  konMuM  JOKYMEHTOB,  T.e.
aKThbl B cpepe | B popmaTte *PDF CKaHUPOBaHHbIN BapuaHT OOKyMeHTa,
obecneyeHuns COOTBETCTBYIOLWUIA TpeboBaHMAM K NapameTpamM
MHGOPMaLIMOHHOM CKkaHMpoBaHus.  Pa3meljaloTcss  JOKYMEHTHI,
©e3onacHocTun pernameHTUpyoLmne opraHmsaumio u paboTty ¢
oby4vauoLmxcs nepcoHarnbHbIMU AaHHbIMK, nnaHbl
MeponpuaTuin no obecneyeHunto
nHcpopmaLmoHHon 6e3onacHOCTN 0ByYaroLmnXCs
n gpyrue.

2. | HopmatusHoe Konun pokymeHTtoB | [lybnukyloTca  akTyanbHble  cBedeHus 06
perynuposaHue B bopmarte *PDF denepanbHblX U perMoHanbHbIX — 3aKOHaXx,
nMcbmax opraHos BracTu 7 apyrue
HOpMaTUBHO-NPaBOBbIE AOKYMEHTb!,
pernameHTupyoLine obecneyeHve
MHOPMaLIMOHHON ©e3onacHocTu
HecoBeplleHHoneTHUX. [lonyckaeTca BMeECTO
Konumn pasmeLlaTtb rMNepcChbInku Ha
COOTBETCTBYIOLLUME [OOKYMEHTbl Ha cauTax
opraHoB rocygapcTBeHHOW BNacTu.

3. | MNMeparoruyeckmum TekcT Ha cTpaHuue | PasmellaoTca MeToauMyeckne pekomeHaaumm u
paboTHMKam caunTta Konuwn | ykasbiBaeTcsa wuHdopMaLms O MepOonpusaTUsX,
OOKYMEHTOB B | NPOEKTax W nporpammax, HanpaeieHHbIX Ha

noBbIlLlEHWE WHGOPMALMOHHON  rPaMOTHOCTH




dopmarte *PDF negarornyeckmx paboTHMKOB.

4. | Obyvatowmmcs TekcT Ha cTpaHuue | Pasmelwaetca  MHdopmauuoHHaa  namsTka
caunTta (npunoxeHue Ne2) n ykasbiBaeTcs nHdopmMaums

O MeponpuaTusiX, NpoeKkTax W nporpammax,

HanpaBneHHbIX Ha NoBbILLEHME

MHGOPMALIMOHHOW rPamMOTHOCTH 0ByyaroLwmuxcs.

5. | Poautenam (3akoHHbIM | TekcT Ha cTpaHuue | Pasmelyaetca WHopMaLMOHHas namstka

npeacTaBuUTenNsaMm) cavnTta (npunoxeHune Ne3).
obyuvarowmxcs

6. | Oetckue GesonacHble | TekcT Ha cTpaHuue | Pasmeluaetcs nHgopmaumsa o pekoMeHayeMblxX
canTbl canTa K uMcnonb3oBaHWi B yyebHOM npouecce

Oe3onacHblx caulTax, ©OaHHepbl 6e3onacHbIX
[EeTCKNX CanToB.

OpraHam, ocyulecTBnswWNUM ynpaeneHne B cdepe obpa3oBaHus, PEKOMEHAYETCS Ha CBOMX
odumumanbHbiXx  UNHTepHeT-pecypcax obecneuntb YHKLUMOHMPOBAHME CaMOCTOATENbHOIO W
cneumnanuanpoBaHHoro pasgen «WHdopmaumoHHast 6e3onacHOCTb», B paMkax KOTOPOro
npegycMoTpeTb pasMeLleHre cnegyowen MHopmMaLmm:

MpunoxeHune Ne1

MamaTka
Ana obyvarwmxca o6 nHcpopmaLMoHHOM 6e3onacHOCTU aAeTen
HENb34A

1. Bcem nogpsg coobuiate CBOK YacTHy MHGoOpMauumio (HacToswme ums, pamunmio, TenedoH,
aZpec, Homep LUKOMbl, a Takke poTorpadumn cBoU, CBOEN CEMbU U ApYy3en);

2. OTKprBaTb BJTOXXEHHbIE (*)aVIJ'IbI SJ'IeKTpOHHOIZ NoYThbl, KOrga He 3Haellb OTNnpaBUTENA,
3. pr6|/|Tb, npnanpaTtbCAd, oka3blBaTb AaBlieHNe — BECTU cebs1 HEBEXMBO U arpeccuBHO;

4. He pacnopsxaincs OeHbramum TBOeW cembu 0e3 paspelleHus CTapluvx - Bcerga crpaluvsan
poauTenem;

5. He BcTpevanca ¢ VIHTepHeT-3HAaKOMbIMW B pearnibHOW XXW3HM - MOCOBETYMCA CO B3POCHbIM,
KOTOPOMY [OBepSELLb.

OCTOPOXXHO

1. He Bce nuwyT npaegy. YuTtaewb o cebe HenpaBay B VIHTepHeTe — cooOwm o6 3ToM CBOMM
poAUTENSIM MW ONEKyHaM;

2. MNpwurnawatoT nepennceiBaTbCs, Urpatb, 0OMEHNBaTLCH - MPOBEPb, HET N NOABOXA;
3. He3akoHHoe KonvpoBaHue annos B MIHTepHeTE - BOPOBCTBO;
4. Bceraa pacckasbiBay B3pOoCnbiM O Npobrnemax B CETU - OHM BCEraa nomoryT;

5. Wcnonb3yin HacTpoliku GesonacHOCTU WM MPMBATHOCTW, YTOObI He MOTepsATb CBOW aKKayHTbl B
coLceTsaX M Apyrvix nopTanax.

MOXHO

1. YBaxan gpyrmx nonb3oBaTenen;




2. MNonb3yelwbcs NHTEPHET-MCTOYHUKOM - Aefnan CCbISIKY Ha Hero;
3. OTKpbIBal TONbLKO TE CChINKWU, B KOTOPbIX YBEPEH;

4. ObwaTbCcs 3a NOMOLLBI B3POCHLIM - POAUTENW, OMEKYHbl M agMUHUCTpaLMSl CalToB Bceraa
NMOMOIYT;

5. Mpongn obyyeHne Ha cante «CeTeBUYOK» U NOSyYN NacnopT LmMdpoBoro rpaxgaHuHal

MpunoxeHune Ne 2

MHcopmaunoHHasa namaTka gna odbyyarowmxca Ans pasMeLleHmns Ha
ocdhmumanbHbIX UHTEepHeT-pecypcax

C KkaxgblM rogom MONOAEXM B MHTEPHETE CTaHOBUTbLCHA Oornblue, a WKOMbHUKU OAHWM U3 CaMbIX
aKTUBHbIX nonb3oBaTernen PyHeta. Mexay Tem, MOMMMO OrpoOMHOrO KONMYecTBa BO3MOXHOCTEMN,
WHTEPHET HeceT 1 Npobnembl. 3Ta namsTka JOJMKHA NOMOoYb Tebe 6e30nacHO HAaXOAUTLCS B CETMU.

KomMnbloTepHble BUPYChI

KoMnbloTEPHbI  BUPYC - 3TO PasHOBUAHOCTb KOMMBIOTEPHLIX MpOrpaMM, OTINYUTENbHOM
0COBEHHOCTbIO KOTOPOW SIBMSIETCS CNOCOBHOCTL K pasMHOXeHU0. B aononHeHue k 3Tomy, BUpYChI
MOryT MOBpeaUTb WNW MONHOCTbIO YHUYTOXUTL BCe pailnbl M [AaHHble, MNOAKOHTPONbHbIE
nonb3oBaTento, OT MMEHM KOTOPOro Obina 3anyllieHa 3apax&HHasi mporpaMMa, a Takke NoBpeauTb
UM Jaxe YHUYTOXUTb ONepauMoHHY0 cUcTeMy co Bcemu chavinamu B Lenom. B GonblimHcTBE
Cny4aeB pacnpoCTPaHAIOTCS BUPYChl Yepe3 UHTEPHET.

MeToapl 3aWmThbl OT BPEOOHOCHbIX NMporpamMm:

1. Micnonb3yii coBpeMeHHbIe OMnepaLMOoHHbIE CUCTEMbI, UMELLIME CEPbE3HbIN YPOBEHb 3allUUTbl OT
BPEAOHOCHbIX MPOrpamm;

2. TlloctosiHHO ycTaHaBnmMBal naytM  (undpoBble  3annaTkM, KOTOpble  aBTOMAaTUYeCKU
yCTaHaBNMBAKOTCA C Lenbio JopabTku nporpammbl) U Apyrne OOHOBMNEHMS CBOEW OMepaumoHHON
cuctembl. CkaumBal MX TONMbKO C odmumanbHoro cainta paspabotunmka OC. Ecnu cyuwecTtByeT
peXxum aBToMaTU4eCKOro 0OHOBMEHUS, BKIMIOYUN ErO;

3. PaGoTalt Ha cBoeM KOMMbloTepe Mo npaBamy Nonb3oBaTens, a He agMuHMCTpaTopa. JTO He
NO3BONUT GOMbLUMHCTBY BPEAOHOCHBLIX MPOrpamMM WHCTanNIMpoBaTbCA Ha TBOEM MNEpPCOHaNbHOM
KoMnbloTepe;

4. Vcnonb3yn aHTUBMPYCHble nNpOrpamMMHble MPOAYKTbl  WU3BECTHbIX Npou3BoAuTENen, C
aBTOMaTM4eCKUM OBHOBNEHNEM 0as;

5. OrpaHqu (*)I/I3VI‘-IeCKI/II7I AOCTyn K KOMMNbOTEPY AJ1d NOCTOPOHHUX AL,

6. Vicnonb3yi BHELUHWE HOCUTENM MHOPMaLIMK, TakMe Kak doreLuka, Auck unu dan n3 nHTepHeTa,
TOMNbKO U3 NPOoepEeHHbIX NCTOYHNKOB;

7. He oTkpblBa KOMMNbIOTEPHbIE (banrnbl, NOMyYeHHbIE U3 HEHaAEXHbIX UCTOYHMKOB. [axe Te
hainbl, KOTOpbIE NpUCIan TBOM 3HAKOMbIN. JTydlle YTOYHM Y HEro, OTNPaBsn N oH Tebe nx.

Cetn WI-FI

Wi-Fi - 970 He BMA nepefayn faHHbIX, HE TEXHOMOrnd, a Bcero nuwb OpeHa, mapka. Ewe B
1991 rogy HuaepnaHackas KomnaHusi 3apeructpupoBana 6peHg «WECA», 4to 06o3Hadvano
cnosoco4yeTaHune «Wireless Fidelity», koTopbIn nepeBoanTCa Kak «6ecnpoBogHas TOYHOCTbY.

o Hawero BpemeHn goluna apyras abbpesmatypa, KoTopas SBrseTcs Takon e TeXHonornen. 3T1o
abbpesuatypa «Wi-Fi». Takoe Ha3BaHue ObINO AAHO C HAMEKOM Ha CTaHOApT BbICLUUIA 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03HavyaeT «BblCOKAas TOYHOCTbY.



Ha, 6GecnnaTHbIn WHTEPHET-OOCTYN B Kade, OTensdAx u asponoptax sBNAETCs OTAWYHON
BO3MOXHOCTbIO BbIXOAa B WHTEPHET. HO MHOrMe akcnepTbl cumTaloT, 4YTo obwenoctynHble Wi-Fi
ceTu He ABNATCA Oe3onacHbIMN.

CoseTbl No 6e3onacHoCTM paboTe B 06LwwenocTynHbIx ceTax Wi-fi:

1. He nepegasan csoto nu4yHyto nHdpopmauuto vyepes obwenoctynHole Wi-Fi cetn. PaboTtas B HuX,
XenartenbHO He BBOAUTL Maponiv AOCTYNa, NIOMMHbI U Kakne-TO HOMepa;

2. Vicnonb3yn n 0O6HOBNAM aHTUBMPYCHbIE MpOorpaMmmbl U GpaHamayep. Tem cambimM Tbl 06e3onacuilb
cebs OT 3aKayku BUpYca Ha TBOE YCTPOWCTBO;

3. Mpu ucnonbsosaHmm Wi-Fi otkntoumn dyHkumio «O6Lwmin goctyn K cpannam m npuHtepam». [aHHas
PYHKLMS 3aKpbiTa N0 yMONYaHUIO, 0OHAKO HEKOTOPbIe Monb3oBaTeny akTUBMPYHOT eé Ansa yaobcerea
ncnonb3oBaHus B pabote unm ydebe;

4. He ucnonb3yn nyonuuHbin WI-FI gna nepegayn NUYHbIX OaHHbIX, Hanpuvep Ans BbIXO4a B
counanbHble CETU UMW B SNEKTPOHHYIO MOYTY;

5. inonb3yn Tonbko 3alumuieHHoe coepuHeHne yepe3 HTTPS, a He HTTP, 1.e. npu Habope Be6-
agpeca BBoau UMeHHOo «https://»;

6. B mobunbHom TenedoHe oTkmouM pyHkumio «lMogkntoveHne k Wi-Fi aBTomatmyeckm». He
Aonyckan aBToMaTUYECKOro nogknodeHnst yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CeTU aKTUBHO BXOASAT B Hally XW3Hb, MHOrMe moau paboTalT U KUBYT TaMm
NoCTOsIHHO, a B Facebook yxxe 3apernctpvpoBaH Munnuaps YenoBek, YTo SiIBNSIeTCA OQHON cefbMoi
BCEX XuTenen nnaHeTbl. MHoOrMe nonb3oBaTeny He MOHMMAIOT, YTO MHOpPMaUWs, pasMeLleHHast
UMK B couMarbHbIX CeTsIX, MOXeT OblTb HaWgeHa M UCMoSib30BaHa KeM YroAHo, B TOM 4YuCrie He
o06s13aTenbHO ¢ GnarMMm HamepeHUsIMK.

OcHoBHble COBETbI N0 6e30MacHOCTU B CouMarnbHbIX CETSX:
1. OrpaHuyb cnucok apysein. Y 1ebs B Apy3bax HE AOMKHO ObITb CrlyYaiHbIX U HE3HAKOMbIX NoaeN;

2. 3awmuwan cBOK YacTHYH U3Hb. He ykasbiBanm naponu, tenedoHbl, agpeca, gaTy TBOEro
POXAEHUS W OPYIYI0 JIMYHYIO MHAOPMaUMIo. 3NOYyMbILISIEHHUKA MOTMYyT WUCMONb30BaTb gaxe
MHdOPMALMIO O TOM, Kak Tbl M TBOW poaAUTENW NSIaHUpyeTe NPOBECTU KaHMKYIbI;

3. 3awumwian cBol penyTaumio - AepXu ee B YUCTOTE M 3adaBan cede Bonpoc: xoTen Obl Thbl, YTOObI
Apyrve nosnb3oBaTenn BUaenu, YTo Thbl 3arpyaewb? Moayman, npexae Yem 4Yto-To onybrnmMkoBaTh,
HanucaTb U 3arpy3unThb;

4. Ecnv Tbl FOBOPULLIL C NIOALMU, KOTOPbIX HE 3HaeELlb, HE UCMONb3YI CBOE pearibHoe UMS 1 OpYryto
NMYHYI0 MHDOPMALIMK: UMSI, MECTO XXMUTENbCTBA, MECTO Y4ebbl U Npoyee;

5. N3Beran pasmelleHus doTtorpacduii B VIHTepHeTe, rae Tbl M300pa)keH Ha MeCTHOCTM, N0 KOTOPOW
MOXHO OnpeaenuTb TBOE MECTOMOSIOXKEHWE;

6. Mpu perucTpaummn B coumanbHON ceTu HeoBX0AMMO UCMOMNb30BaTh CrOXHbIE Naponn, CoCTosALLME
13 BYKB 1 UNAP U C KONMMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumansHOM CeTu, MoYTbl U APYrUX CamToB HEeOBXOAMMO MCMONb30BaTb pasHble Mapornu.
Toraa ecnu Tebsa B3NOMaroT, TO 3M0YMbILLMEHHUKM NOMy4YaT AOCTYN TOMLKO K OAHOMY MECTY, a He BO
BCe cpasy.

OneKTPOHHbIE AEHbMN

OnNEeKTPOHHbIE AEHBMN — 3TO OYEHb YAOGHLIN Crocob NnaTexen, OAHAKO CYLLECTBYHT MOLUEHHMKM,
KOTOpPbI€ XOTAT MOMYYUTb 3TN AEHbIN.



OneKTPOHHbIE AeHbM NOSIBUNMCH COBCEM HEaBHO M MMEHHO M3-3a 3TOrO BO MHOMMX rocyaapcTBax
[10 CMX MOpP He MPOMMCaHO NPO HUX B 3aKOHaX.

B Poccumn xe OHM (DYHKLUMOHMPYIOT U O HUX YXKEe MPOMUCaHO B 3aKOHe, FAe MX pasfensiioT Ha
HECKONbKO BWAOB - @aHOHWMHbIE W HE aHOHWMHble. PasHuua B TOM, YTO aHOHWMHble - 3TO Te, B
KOTOpbIX paspellaeTcs MNPOBOAUTbL onepauun 6e3 wuaeHTUdMKauumM nonb3oBaTtens, a B
HeaHOHVMHbIX UaeHTUUKaLMM Nonb3oBaTens sBNseTcs 0b6s3aTensHON.

Takke cnegyeT pasnuyaTb 3NEKTPOHHbIE hmaTHble AeHbrn (paBHbl rOCYAapCTBEHHbLIM BastoTam) v
3MEKTPOHHbIe HedpnaTHbIE AEHBMN (HE PaBHbI FOCYAapPCTBEHHbIM BantoTam).

OcHoBHbLIe coBeThbl MO 6e3onacHom pa60Te C 3NEKTPOHHbIMWN OE€HbraMu:

1. MNpuBskM K cHeTy MOBOMMbHLIN TenedoH. ITO camMbin yOO0OHLIN N BbICTPLIN CNOCO6 BOCCTAHOBUTL
[OCTyn K cyeTy. NpuBA3aHHbI TenedoH NOMOXET, ecnun 3abyaellb CBOW NMaTeXHbIA Naposb MUu
3angellb Ha canT C HE3HAKOMOro YCTPONCTBA;

2. Ncnonb3yi ogHopasoBble naponu. [locne nepexoga Ha yCUIEHHYI0 aBTopu3aumio Tebe yxe He
OyoeT yrpoxaTb ONacHOCTb KpaXu Unu nepexesaTa NnaTeXxHoro napons;

3. Bbibepu cnoxHbin naponb. [pecTynHukam 6yoeT He npoCTO yragaTb CIOXHbIA Naposb.
HagexHble naponn — 3To naponu, KoTopble cofepXaT He MeHee 8 3HakoB M BkMoyaloT B cebs
CTPOYHbIE U MPOMMUCHBbIE BYKBbI, LMPbLI N HECKONMBKO CUMBOJIOB, Takue Kak 3HaK gonnapa, gyHTa,
BOCKNMUATEnNbHLIN 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAW CBOVM NNYHbIE JAHHbIE HA CanTax, KOTOPbIM HE AOBEPSELLb.
OneKTpPoHHas NoHTa

OneKTpoHHas moyTa — 93TO TEXHOMOMMA W MNPEAOCTaBISIEMbIE €10 YCNYyrM MO MNepechiike U
MONYYEHMNIO 3NEKTPOHHBIX COOBLLEHUI, KOTOpbLIE pacnpenenstoTcs B KOMnbloTepHon cetn. OBbIYHO
3NEKTPOHHbIN NOYTOBbLIN ALLMK BbIMISANT Criegyowmm o6pa3oM: MMsi_Nonb3oBaTens@uMsi_aoMeHa.
Takke Kpome nepegaym NPoOCTOro TEKCTa, UMEETCS BO3MOXHOCTb nepeaasaTtb dannbl.

OcHoBHble coBeTbl N0 ©6e3onacHon paboTe C 3NEeKTPOHHOM MOYTON:

1. Hapgo BbiOpaTh NpaBuiibHbIN NOYTOBLIM cepBUC. B MHTEpHETe ecTb OrPOMHbIV BbIOOp BecnnaTHbIX
MOYTOBLIX CEPBMCOB, OAHAKO Ny4lle AOBEPATb TEM, KOTO 3HaELLUb U KTO NEPBLIN B PENTUHTE;

2. He vykasbiBah B JNNYHOW MOYTE TNUMYHYK MHGOpMaumio. Hanpumep, nydwe BbiGpaTh
«My3blKanbHbIi_daHaT@» nnmn «pok2013» BmecTo «Ttemal3y;

3. Wcnonb3yn OByxaTanHyw aBTopu3aumio. ATO KOorga MOMUMO Maporist HYXXKHO BBOAWUTL Kof,
npucbinaemsin no SMS;

4. Bblbepn cnoxHbi naponb. [ns Kaxgoro noyToBOro silMKa OOMKEH OblTb CBOW HaOeXHbIN,
YCTONYMBLIN K B3fIOMY Naposb;

5. Ecnun ecTb BO3MOXHOCTb Hanucatb CaMOMy CBOM JIMYHbIA BONPOC, UCMOMb3Yh 3Ty BO3MOXHOCTb;

6. Mcnonb3yin HECKONbKO MOYTOBbLIX SAWMKOB. [lepBbln ONA YacTHOM MNepennucku ¢ agpecatamu,
KOTOPLIM Tbl JOBepsiellb. JTO SMEKTPOHHbIN agpec He Hado UCMoNb3oBaTb MpPU perncrTpauumn Ha
dopymax 1 cantax;

7. He oTkpbiBan dannbl U Apyrve BrIOXEHUA B NUCbMaX Aaxe eCnu OHW NPULLNY OT TBOUX APY3en.
Jlyylle yTOYHM Y HUX, OTNPaBNAnNu N oHn Tebe aTn dhannel;

8. Mocne okoH4YaHUst paboThl HA MOYTOBOM CEPBUCE Nepes 3akpbiTUEM BKMALKM C CAaNTOM He 3abyab
Ha)kaTb Ha «BbITNY.

KnbepbynnuHr nnv BupTyasnbHOe U34eBaTeNbLCTBO



KnbepBynnuHr — npecrieqosaHve COOBLUEHUSIMM, COAEepXalymy OcKopbrneHusi, arpeccuio,
3anyrmBaHue; XyrnuraHcTeo, coumanbHoe 6OWMKOTMPOBaHME C MOMOLLBI0 PasnUYHbIX WHTEPHET-
CEepBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocancs B 6o1. Jlydwmin cnocob: nocoBeToBaThCs Kak cebs BECTU U, ECNK HET TOTO, K KOMY
MOXHO 00paTUTBLCH, TO BHa4damne ycrnokouTbcs. Ecnn Tbl HayHelwb OTBeYaTb OCKOPOMEHUsMU Ha
OCKOpOeHus, TO TOMbKO eLe BornbLle pa3oxokeLlb KOHMINKT;

2. YnpaBnsan cBoewn knbeppenyTtaumen;

3. AHOHUMHOCTb B CETM MHUMaHd. CyLLl,eCTBy}OT Ccnocobbl BbISICHUTb, KTO CTOUT 3a aHOHUMHbLIM
AKKayHTOM;

4. He cTouT BEeCTM XynuraHckun obpas BUpPTyanbHOW XW3HW. VIHTepHeT dumKcupyeT BCe TBOU
OENCTBUSA U COXpaHSeT UX. YoanuTb ux OyaeT KpaviHe 3aTpyAHUTENbHO;

5. Cobnitogan cBov BUPTYanbHY YeCTb CMOSOAY;

6. WrHopupyn eauHu4HbI HeratuB. OpHopasoBble OCKOpOUTEnbHbIE COOOLEeHMs  nydlle
urHopmpoBaTb. OBbIYHO arpeccus NpekpalaeTcs Ha HayanbHON CTaauuy;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMU COOBLLEHMSIMU, B COLMANbHbIX CETSX €CTb
BO3MOXHOCTb GIOKMPOBKM OTMNpaBKM COOGLLEHWI C OnpeaerneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb kubepOynnuHra. TBOoM OENCTBMA: BbICTYMWTL MPOTUB MpecnegoBartens,
nokasatb €My, YTO ero JenCTBUSA OLIEHMBAIOTCA HEeraTMBHO, MOAAEpPXaTb XepPTBY, KOTOPOW HyXXHa
NCMXonornyeckasl NoMoLLb, COOBLLNTL B3POCHbIM O ddaKTe arpeCCUBHOMO NOBEAEHUSA B CETU.

Mo6unbHbI TenedoH

COBpeMeHHbIe CMapT(bOHbI M nnaHweTbl coAepxat B cebe BnonHe BSpOCJ'IbII7I (byHKLlI/IOHaJ'I,
n Tenepb OHM MOTYT KOHKYPUpOBaTb CO CTauMOHaAaPHbIMX KOMMNbOTEPAMMW. OpHako, cpencTB 3aluThl
Ans nogobGHbIX yCTpOVICTB NnokKa O4YeHb Mallo. TeCTVIpOBaHVIe N MOUCK yF|3BVIMOCTel7I B HUX
nponcxoguT He Tak UHTeHCUBHO, KaK Ons MK, To Xe camoe kacaeTcs U MOBUNbHbIX I'IpI/IJ'IO)KeHI/IVI.

CoBpeMeHHble MObOUbHbIE Gpaysepbl yXKe MpakTUYecKM AOorHanM HacToNbHbIe aHarnoru, oagHako
paclumpeHune yHKLUMOHana BrieYeT 3a coboi GonbLLYH CIOXHOCTb Y MEHbLUYIO 3aLUMLLIEHHOCTb.

[laneko He BCe NPOM3BOAMTENM BbINyCKalOT OOHOBMNEHUS, 3aKpbiBAOLLME KPUTUYECKUE YA3BMMOCTHU
AJ151 CBOUX YCTPOWCTB.

OcHOBHbIe coBeTbl AN 6e30nacHOCT MOBUMLHOro TenedoHa:

1. Huuyero He saBnsetca no-HacToswemy OecnnaTHbiM. Bbyab ocTopoxeH, Beab Korga Tebe
npeanaratT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKpPbIThbl KaKMe-TO NnaTHbIe YCIyru;

2. Oymaii, npexage 4em otnpaButb SMS, ¢oT0 Mnm Bnaeo. Thl TOMHO 3HaelWb, rge OHW OyayT B
KOHe4YHOM utore?

3. Heobxoammo 06HOBNATL ONepauUmMoHHY0 CUCTEMY TBOEro CMapTdoHa;
4. Vicnonb3yn aHTUBUPYCHbIE NPOrpaMMbl Anst MOOUNBbHBLIX TeNegOHOB;

5. He 3arpyxail npunoxeHuss OT HEWU3BECTHOrO WCTOYHWKA, BeAb OHWM MOMYyT CcoAepXxaTb
BPELOHOCHOE NpOorpamMmmMHoe obecneyeHue;

6. lNocrne TOro kak Tbl BblMAeWwb C canWTa, rge BBOAWM JUYHYK UWHdOpMaUMo, 3angum B
HacTpoViku bpaysepa n yganu cookies;

7. I'Iepmo,u,vlquKM npoaep;m Kakue nnatHble yCinyrn aktuBnupoBaHbl Ha TBOEM HOMeEpPE;



8. [Jaan cBol HOMep MOOMMbHOro TenedoHa TOMbKO MOAAM, KOTOPbIX Thbl 3HAELWb WM KOMY
AoBepsieLlb;

9. Bluetooth pgormkeH ObITb BbIKMOYEH, KOraa Tbl MM He nonb3yewbcs. He 3abbiBani mHorga
NpoBEpPsiTb 3TO.

Online urpbl

CoBpeMeHHble OHManH-Urpbl - 3TO KpacouHble, 3axBaTbiBalOLMe pasBreyveHusi, obbeanHsoLme
COTHM ThbICAY YenoBek Mo Bcemy Mupy. MIrpoku mccnepytoT AaHHbIA MM Mup, obwarTcs Apyr c
APYroM, BbINOMHAT 3a4aHns, CpaxarTcs C MOHCTPaMM M NOMyyaroT OnbIT. 3a YA0BONLCTBUE OHU
nNaTaT: NOKynaloT ANCK, OnnadvsaloT aboHEMEHT UM NPUOBPETaloT Kakne-To onumn.

Bce atn cpeactBa uayT Ha noadepkaHue M pasBUTUE UIpbl, a Takke Ha camy GesonacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aALIMK, BbIMYCKAOTCS HOBble NaTyM (UMGpOoBbIE 3annaTki Ans
nporpamm), 3aKpbiBatoTCs YSAI3BUMOCTY CEPBEPOB.

B I'IO/J,06HbIX nrpax CTouT onacaTtbCA HEe CTOJIbKO CBOUX COMNEPHMKOB, CKOJIbKO KpaXXu TBOEro napond,
Ha KOTOpPOM OCHOBaHa Cuctema aBsTopu3auunn SonbLUMHCTBA urp.

OcHoBHble coBeTbl MO 6e30MacHOCTN TBOEro UrpoBOro akKkayHTta:

1. Ecnu gpyron mrpok Beget cebst nnoxo unu co3gaet Tebe HenpuATHOCTWU, 3abMOKMPYW ero B
CMMCKEe UIPOKOB;

2. I'I0>Kany|7|c;| agMUHUCTpaToOpaM UIrpbl Ha nMNyioxoe noBegeHne 3TOro WUrpoka, xenartelibHO
NPUNOXUTb Kakne-To AoKa3aTeNnbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nuyHyto nHdopmaumio B npodanne urpsbl;
4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBan HeodmumarnbHble NaTtyn u MOAbI;

6. Micnonb3ayi CnoXxHble N pasHble Naponu;

7. Oaxe Bo BpeMA Urpbl HEe CTOUT OTKIKOYaTb aHTUBUPYC. Moka Tbl nrpaellb, TBOW KOMMNbOTEP
MOryT 3apa3nThb.

OULLNHT unn KpaXka JNMMYHbIX aHHbIX

OObl4HOM Kpaken OeHer M OOKYMEHTOB CErofHsi YK€ HWKOro He yauBWlLb, HO C pasBUTUEM
WHTEPHET-TEXHONOMNIA 3MTOYMbILLUSIEHHUKM NEPEMECTUIINCE B MHTEPHET, M NPOAOITHKAOT 3aHMMaTbCS
«IOOUMbIM» OENOM.

Tak nosiBMnacb HoBasl yrpo3a: MHTEPHET-MOLLUEHHMYECTBA UM (DULLIMHT, TNaBHas LeNb KOTOPOro
COCTOUT B MOSyYeHMM KOHUMAEHUMAmNbHbLIX OaHHbIX NONb3oBaTenen — JlorMHOB M naponen. Ha
aHrnunckoMm nasbike phishing unMtaetca kak dmwuHr (ot fishing — pbibHaa noensa, password —
naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBouMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOSi aHKeTa Obina B3fioMaHa, To
HeobxoauMmo 3abnokuMpoBaTb €e U CcoobWnTb agMMHUCTpaTopam pecypca 06 3TOM Kak MOXHO
cKopee;

2. |/|CI'IOJ'Ib3yI7I BesonacHble Beb-canTbl, B TOM 4ncCre, MHTEpPHET-MarasamHoB 1 NOUCKOBbIX CUCTEM;

3. Wcnonb3yn cnoxHele K pasHble naponu. Takum obpasom, ecnu Tebs B3nomalT, TO
3M0YMbILUNEHHUKM NOMyyaT 4OCTYN TONbKO K OA4HOMY TBOEMY MPOunio B CETH, a He KO BCeM,;

4. Ecnn Tebs B3nomanu, TO HeobxoaMMO npeaynpeavTb BCEX CBOMX 3HAKOMbIX, KOTOpbIE
pobaerneHbl y Tebst B Apy3bsiX, O TOM, 4YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn oyaet
pacchblniaTbCsl Cnam U CCbINKM Ha PULLNHIOBbIE CalThbl;



5. YcraHoBu HagexHbI naponb (PIN) Ha MOOUIbHBIN TeNedoH;
6. OTknNtouM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan dannbl U Apyrye BrOXEHUS B NMCbMaX AaXe eCriv OHW MpULLNW OT TBOUX OpY3eMn.
Jlydlue yTOYHKN y HUX, OTNPaBNSANN Nn OHW Tebe aTn dansbl.

Lindposas penyrauus

LUndposas penytaumsa - 3TO HeraTMBHas WNU MO3UTMBHAA uWHQopMauus B ceTu o Tebe.
KomnpomeTupylowias uHpopMaums pasmelleHHass B WHTEpHeTe MOXeT cepbe3HbiM obpasom
OTpasnTbCA Ha TBOeW peanbHOW XusHu. «Lndposas penytauma» - 370 TBOW UMUK, KOTOPbLIA
dopmupyeTca n3 nHcpopmauum o Tebe B MHTEPHETE.

TBOE MecTO XMTenbCcTBa, y4ebbl, TBOE (DMHAHCOBOE MONOXEHNE, OCOBEHHOCTU XapakTepa W
paccka3sbl 0 6rn3KkMX - BCe 3TO HaKkannmBaeTcs B CETU.

MHorne noapocTKM NErkOMbICNIEHHO OTHOCATCS K MyOnuvkaumu nuyHon uHdopmaumm B VIHTepHeTe,
He MOoHMMas BO3MOXHbIX NocneacTBuin. Tel axe He CMOXeLlb JorafaTbCs O TOM, YTo choTorpacdus,
pasmeLLeHHas 5 neT Hasag, cTana npuMynHOM OTKa3a NpPUHATL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHne teBomx dotorpaduii U Apyrne OencTBUS MOTYT HE UCHE3HYTb faxe
nocrie Toro, Kak Tbl UX yaanuwb. Thl HE 3HAELb, KTO COXpaHUN 3Ty nHopmaLmio, nonana nnm oHa B
NOUCKOBbIE CUCTEMbI M COXPaAHWUIIACh S OHa, a rMaBHOE: YTO NoAyMatloT 0 Tebe oKpyXxatoLLee Nau,
KOTOpble HanmgyT M yBuAAT 3T0. HaiTu nHdopmaumio MHOrO feT CnycTs CMOXET 0o - Kak 13
[00pLIX NOBYXKAEHWUI, TaK U C HAMEPEHNEM NPUYMHUTL BPed. OTO MOXET ObITb KTO YrogHo.

OCHOBHbIE COBETHI MO 3aLumTe LMpoBOM penyTaunm:

1. Mopyman, npexae Yem 4TO-TO NyGNMKOBaThL M nNepenasBaTb y cebs B Onore unm B coumarnbHOm
ceTu;

2. B HacTponkax npodwuns yCTaHOBW OrpaHUYEHMS] Ha NPOCMOTP TBOero npodmna u ero
CoOepPXXUMOro, caenan ero ToNbKO «451s Apy3emny;

3. He pasmewan n He ykasbiBan MHGOPMaUMO, KOTOpas MOXET KOoro-nmbo ockopbnate unm
obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMBHUKU- aKTUBHbIE NONb3oBaTeNun LMdPOBoro npoctpaHcTea. OoHako Aaneko He
BCE 3HAlOT, YTO MOSIb30BaHNE MHOTMVMU BO3MOXHOCTSMU LMcpoBOro Mupa TpebyeT cobnioaeHus
npaB Ha UHTENNeKTyarbHYy COGCTBEHHOCTD.

TepMVIH «MHTenneKkTyanbHasa COBCTBEHHOCTbY» OTHOCUTCS K pa3niM4HbIM TBOPEHUAM YerioBe4eCcKoro
yMa, Ha4dnHaa C HOBbIX VI3O6peTeHI/Il7I M 3HakoB, 0603Ha4aloWmMx COBCTBEHHOCTb Ha npoAYKTbl U
ycnyrm  , W 3aKaH4mBaA KHUramu, (bOTOI'pa(bI/IFIMVI, KVIHO(pVIJ'IbMaMVI n  My3blKanbHbIMU
npon3segeHnaAMN.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENMeKTyarnbHYyl COOCTBEHHOCTb Ha MPOW3BEAEHWUS HayKW,
nntepaTypbl M MCKycCTBa. ABTOpPCKME npaBa BbICTYNakT B KayecTBe rapaHTuM TOro, 4TO
WHTEeNMNeKTyanbHbIN/TBOPYECKUA TpyL aBTopa He OyaeT HanpacHblM, OacT eMmy chnpaBeanuBble
BO3MOXHOCTU 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, Mony4uMTb M3BECTHOCTb M MPU3HaHMWe.
HukTo 6Ge3 paspelleHus aBTOpa HE MOXET BOCNPOM3BOAUTL €ro NpPousBefeHue, pacnpoCcTpaHAaTb,
nyGrnM4yHO AEMOHCTPUPOBaTh, NpoAaBsaTh, UMNOPTMPOBATL, MNyCKaTb B NpokaT, NyGrMYHO NCMOMHAT,
nokasblBaTb/MCMNOMHATL B achmpe nnun pasmewlatb B MIHTepHeTe.

Mcnonb3oBaHue «MMpaTckoro» nporpammHoOro obecneyeHnst MoXeT NMPUBECTU K MHOTMM pUCKaMm: OT
noTepu AaHHbIX K TBOMM akkayHTam [0 GIIOKMPOBKM TBOErO YCTPOWCTBA, rAe YCTAHOBIIEHHbLIN He
neranbHasi nporpamma. He ctouT Takke 3abblBaTb, YTO CyLLECTBYET neranbHble u GecnnaTtHble
nporpammel, KOTOPbIE MOXHO HaWTU B CETW.

O noptane



CeTeBI/I‘-IOK.pC*) - TBOW IMaBHbIA COBETYMK B CETU. 3AEChb Thl MOXELLb Y3HaTb O ©e30nacHOCTU B CETU
NMOHATHbLIM WU AOOCTYMHbIM A3bIKOM, a NpnU BO3HUKHOBEHWUU Kpl/lTVI‘-IGCKOVI cutyaumnm O6paTVITbCF| 3a
coBeToM. A Takxke NPUHATL y4aCTue B KOHKypCax 1 CTaTb CaMbIM LI,I/ICprBbIM Fpa)K,ElaHVIHOM!

MpunoxeHue Ne 3

NMamaTtka gna poautenen o6 nHcgpopmMaunMoHHON 6e3onacHOCTU AeTen

OnpegeneHve TepMuHa «UHopMaLMoHHas 6e3onacHoCTb AeTeny» cogepxutca B PegepansHom
3akoHe Neo 436-903 «O szawuTte geten oT mHbOpMauun, MNPUHUHSAIOLWLENA Bped WX 340pPOBbI0 U
pasBUTUIO», pPErynupyrownuM OTHOLUEHWS, CBS3aHHble C 3alWmTton Jeterd OT  MHGOpMauumK,
NPUYMHSIOLLEN Bpea nx 3[10POBbI0 n (vnn) passuTuio. CornacHo gaHHomy
3aKOHY «MHpopMaLMOHHasa Ge30onacHOCTb AeTel» - 3TO COCTOSIHME 3alLMLLIEHHOCTM, NP KOTOPOM
OTCYTCTBYET PMCK, CBS3AHHbLIN C NPUYUMHEHMEM WHGOPMauuen Bpeda WX 340pPOBbI UM (Mnn)
duU3nyecKkomy, NCUXMYECKOMY, JYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-®3 nHdopmMaumen, npuYMHAIOLWEA Bpes 340POBbI0 U
(nnn) pasBuTuio geTen, ABNAeTCH:

1. HpopMaums, 3anpeLleHHas ans pacnpocTpaHeHus cpeaun neTen;

2. nHgopmauumsi, pacnpocTpaHeHme KOTOPON OrpaHnyeHo cpeau aeten onpeaeneHHbIX BO3pacTHbIX
KaTeropum.

3. K nHdhopmauuum, 3anpeLLeHHo Ans pacnpocTpaHeHns cpean AeTen, OTHOCUTCS:

4. vHdopmauus, nobyxpatowas aeTel K COBEPLUEHUIO OeNCTBUIA, MPEeACTaBMSOWMX Yrpo3y
UX KU3HM U (M) 300POBbIO, B T.4. MPUUUHEHUIO Bpea CBOEMY 340POBbLI0, CAMOYBUICTBY;

5. cnocoBHOCTL BbI3BaATb Y AETEN XenaHne ynotpebutb HapKoTUYECKME CPeaCTBa, NCUXOTPONHbLIE U
(unn) ogypmaHuBalolMe BelwlecTBa, TabayHble WU3OEenusl, ankorofibHyl W CMMPTOCOAEp KaLLyH
NPOAYKLUMIO, MUBO W HaMWUTKU, U3roTaBNMBaEMble Ha €ro OCHOBE; MPUHATb yyacTue B asapTHbIX
urpax, 3aHMmMaTbCcs NPOCTUTYLMEN, 6poasKHNYECTBOM UMW NMOMNPOLLIANHNYECTBOM;

6. obocHoBbIBaOLas UNU onpaeAbiBalollas AOMYCTUMOCTb Hacunust 1M (MnK) XecTOKOCTU nmGo
noGy>xaatoLLasi OCyLEeCTBNATb HACUNbCTBEHHbIE AEWCTBUS MO OTHOLLEHWIO K NIIOASM U KUBOTHBIM;

7. oTpuuaLasa cemenHble LLEHHOCTN N hopMupyioLLaa HeYBaXeHne K pogutenam n (Mnun) apyrum
YyrneHam CemMbl;

8. onpaegpbiBaloLLas NPOTUBONPABHOE MOBEAEHME;
9. copeprallian HeLeH3ypHy0 bpaHb;
10. cogepxawas nHpopmaumio nopHorpadM4eCcKoro xapakrepa.

K vHdopmaumn, pacnpocTpaHeHMe KOTOPOW OrpaHNYeHO cpeawn OeTen onpeaenieHHOro Bo3pacTa,
OTHOCUTCS:

1. nHdopMaLms, NpeacTaBnAeMasn B BUAE N306PaXKeHNs NN ONUCaHNS XKECTOKOCTU, (PU3NYECKOro U
(MnM) NCUXMYECKOTo HAaCUNUS, NPECTYNMNEHUS UM MHOFO aHTUMOBLLECTBEHHOIO AeNCTBUS;

2. BbI3blBawlWas Yy [eTen cTpax, Yyxac WM naHuky, B T.M. npeacraBnsemas B Buae
N306paxeHnsa UM onNncaHnsa B yHUXaroLLEeN YenoBevyeckoe JOCTOUHCTBO (bopMe HEHACUNbCTBEHHON
cmepTu, 3aborneBaHusl, camoybuInCTBa, HECHACTHOrO Crnydasi, aBapum Unu katactpodbl u (Mnm) ux
nocneacTBum;

3. npeacrasnsiemMas B Buae M3obpakeHms Unm OnmcaHusa NofoBbIX OTHOLLEHUA MEXAY MYXYUHOW U
YKEHLLIMHOW;

4, coaepxallada 6paHHbIe CnoBa " BblpaXeHund, He OTHOCALLMECA K HeLl,eH3ypHOIZ 6paH|/|.



C ydyetom aTOoro Bam npegnaratotca npaBuna paboTbl B ceTu WHTepHeT Ona  pasnuyHbIX
BO3paCTHbIX KaTeropuin, cobniogeHne KOTopbiX MNO3BONUT obecneuntb  MHGOPMAaLMOHHYO
©e3onacHOCTb BalluX OeTeNn.

OOwume npaBuna gns poauTtenen

1. HesaBucumo oT Bo3pacta pebeHka  UMCMNOMb3yWTe  nporpamMmHoe  obecneyeHue,
nomoratowiee unbTPoBaTb M KOHTPONMPOBATb MHOPMALMIO, HO HEe noflaranTecb MOSTHOCTBI Ha
Hero. Bawe BHMMaHWe k pebeHKy - rMaBHbIN MeTo 3aLUMUThI.

2. Ecnn Baw pebeHoKk umeeT akkayHT Ha OAHOM U3 coumanbHblix cepsucoB (Livedournal,
blogs.mail.ru, vkontakte.ru n T1.n.), BHUMATENbHO M3y4MTE, Kakyld MHGOPMAaLMIO MOMELLAT ero
YyYaCTHUKM B CBOMX Npocmnsax u 6norax, Bkntovas otorpadum 1 Bugeo.

3. lpoBepbTe, C KakumMu JOpyrMMn CaWTamu CBsI3aH coumarnbHbli cepBuCc Bawero pebeHka.
CtpaHuukn Bawero pebeHka MoryT ObiTb ©e3onacHbIMM, HO MOFYT M COAEpPXaTb CCbIIKM Ha
HexenaTtenbHble U onacHble canTbl (HanpuMep, NOPHOCAWT, UMK CaWlT, Ha KOTOPOM ApPYr ynoMuHaeT
HOMep CoTOBOro TenedoHa Bawwero pebeHka nnu Baw gomaliHmi agpec)

4. Moowpsante Bawwnx geten coobwarts 060 BCEM CTPaHHOM WUNN OTTANKNBAKOLWUM N HE CIIMLLKOM
OCTPO pearnpynTte, Korga OHW 3TO AenaroT (U3-3a onaceHust NOTepsTb AOCTYN K NHTepHeTy AeTu He
roBOpAT poauTensam o npobnemax, a Takke MOryT HadaTb MCNonb3oBaTb VHTEpHET BHe goma u
LLIKONbI).

5. ByabTe B Kypce ceTeBoM XuU3HK Baluero pebeHka. MiHTepecyiiTeck, KTO X Apy3bs B MIHTepHeT Tak
Xe, KaK MHTepecyeTecb pearnbHbIMU ApPY3bsMU.

Bospact ot 7 go 8 net

B NHTepHeTe pebeHok cTapaeTcsl MOCETUTb T€ UMK MHbIE CalTbl, @ BO3MOXHO M YaTbl, paspeLleHne
Ha noceLleHne KOTOpbIX OH He nony4mn 6bl oT poantenen. MNMostomy poanTensam ocobeHHO NonesHobl
OyayT Te OTYETbl, KOTOpble MNPeaoCTaBNATCA MNporpaMmamMu Mo OrpaHMYEeHU0 WCMONb30BaHMWS
MHTepHeTa, T. e. PoantenbCKkMin KOHTPOSb WUAM TO, YTO Bbl CMOXETE YBUOAETb BO BPEMEHHbIX
Gannax. B pesynbtate, y pebeHka He OyaeT OLyLEHUS, YTO 3a HMM BEAETCS MOCTOSIHHBIN
KOHTPONb, 04HAKO, poauTenun ByayT no-npexHemy 3HaTb, Kakne canTbl nocewaeT ux pebeHok. [etn
B AaHHOM Bo3pacTe obnagatoT CuSibHbIM YyBCTBOM CEMbW, OHW AOBEPYMBLI M HE COMHEBAlOTCA B
aBTopuTteTtax. OHM NIOOAT urpatb B CETEBLIE UIrPbl M MyTewecTBoBaTb N0 VIHTEpHETY, ucnonb3ys
SMNEKTPOHHYIO MOYTY, 3aX0A4MTb HA CalThbl U YaTbl, HE PEKOMEHAOBAHHbIE POOUTENSIMMU.

CoBeThbl No 6e3onacHocTu B ceTn VIHTepHeT ans aeten 7-8 net

1. CospaiiTe CNMCOK AOMALLHMX MpaBuil NoceLeHns VIHTepHeTa npu ydactnm aeten u Tpebynte ero
BbIMOMNHEHUS.

2. TpebyinTe oT Bawero pebeHka cobnioaeHNsi BPEMEHHbIX HOPM HaxOXAEeHMs1 33 KOMMbIOTEPOM.
Mokaxunte pebeHky, 4yTo Bl HabnogaeTe 3a HAM He NOoToMy 4To Bam 3710 xoueTcs, a NnoToMy YTOo Bl
BGecnokouTechb 0 ero 6e30nNacHOCTU 1 BCerga rotoBbl eMy NMOMOYb.

3. KomnbloTep C nogkmnoyYeHnem K WIHTEpHeTy [OImKEH HaxoouTbCsl B 0OOLLUer KOMHaTe nof
NPMCMOTPOM POANTENEN.

4. Ncnonb3ynTte cneunanbHble 4eTCKMe NOUCKOBbIE MaLUUHBbI.

5. Wcnonb3yinte cpeactBa OrioKMpOBaHUSI HeEXenaTenbHOTrO KOHTEHTa Kak [OMoSfIHeHWe K
cTaHgapTHoMy PoautenbckoMy KOHTPOTH.

6. Co3naiiTe CeMenHbI 3MEeKTPOHHbIA ALLUMK, YTOBbl He MO3BOMUTbL AETAM MMETb COBCTBEHHbIE
agpeca.

7. bBnokupyiTe QgOOCTyn K caltaMm C GecnnaTHbIMU MOYTOBLIMU  SALUMKAMU C  MOMOLLbIO
COOTBETCTBYIOLLENO NPOrpaMMHOro obecneyeHus.



8. lMpuyunte peten coBeToBaThbCA C Bamu nepepn onybnvkoBaHMem Kakom-nubo uHdopmaumm
cpencTBamMm 3NEKTPOHHOM NOYThI, YaTOB, PEMMCTPALMOHHbBIX hOpM U Npodunen.

9. Hayunte geten He 3arpyxaTb dhannbl, NporpamMmmbl Un My3biky 6e3 Bawlero cornacusi.
10. He paspeluante getsiMm UCnonb3oBaTb CNyX6bbl MTHOBEHHOrO 06MeHa coobLLEHMAMM.

11. B «Genbin» CNNUCOK CanToB, pas3peLLEeHHbIX A4S NOCELLEHNs], BHOCUTE TOMbKO CalTbl C XOPOLUEWN
penyTtaumen.

12. He 3abbiBante 6ecepoBatb ¢ AeTbMu 00 nx apy3bsix B VIHTepHeTe, kak ecnn Gbl pedb Wwna o
OPY3bsiX B peanbHOMN XU3HMW.

13. He penawite «Taby» 13 BOMPOCOB MOMIOBOW XW3HW, TaKk Kak B WMHTepHeTe AeTu MOryT nerko
HaTKHYTbCHA Ha NOpHorpaduio nnn canTbl « 45151 B3POCNbIXY.

14. Mpuyunte Bawero pebeHka coobliaTb BamMm O NOObIX yrpo3ax Wnn TpeBorax, CBsI3aHHbLIX C
WHTepHeToM. OcTaBanTecb CMOKOMHBIMW M HAaMOMHUTE OETAM, YTO OHM B Ge30nacHoOCTK, ecnm camm
pacckasanu Bam O CBOMX TpeBorax. [loxBanute ux u NOCOBETYNTE NOAOWTU eLle pa3 B NOAOOHbIX
cny4asx.

BospacTt getenn ot 9 go 12 net

B naHHOM BO3pacTe AeTu, Kak NpaBuIio, y)Xe HacrbllaHbl O TOM, Kakasi MHbopMaLms CyLECTBYET B
NHTepHeTe. CoBeEpPLUEHHO HOPMArbHO, YTO OHU XOTAT 3TO YBUAETb, MPOYECTb, YenbiwaTb. MNpy 3ToM
HY)KHO MOMHUTb, YTO AOCTYMN K HeXenaTenbHbIM MaTepuanam MOXHO ferko 3abnokupoBaTb Npwu
nomMoLy cpeacTs Poantensckoro KOHTpons.

CoBeThbl No 6e3onacHocTu ans aeten ot 9 Ao 12 net

1. CospaiiTe CNMCOK AOMAaLLHUX NPaBun NnocelleHns VIHTepHeT npu ydyacTum aeten n Tpebyinte ero
BbIMONTHEHWSI.

2. Tpebynte o1 Bawero pebeHka cobniogeHnst HOpM HaxoXaeHMs 3a KOMMbIOTEPOM.

3. HabniogainTe 3a pebeHkom npu paboTe 3a KOMMNBLIOTEPOM, NOKaXMTE emy, YTO Bbl BecrnokonTtech 0
ero 6e3onacHoOCTM 1 Bceraa rotoBbl Oka3aTb €My NOMOLLb.

4. KomnbioTep ¢ nogkntoveHneM B WHTEpHeT OOMKeH HaxoauTbcsi B 0OOLLen KomHaTe noA
NPUCMOTPOM poauTenen.

5. |/|CI'IOJ'Ib3yI7ITe cpencrtea 6J'IOKI/IPOBaHI/IFI HeXenaTtenibHOro KOHTeHTa KaK AOnoJIHEHNE K
CTaHOapTHOMY PO,D,I/ITGJ'IbCKOMy KOHTPOIIO.

6. He 3abbiBaiiTe npuHUMaTL HENOCPEACTBEHHOE y4YacTue B U3HU pebeHka becegoBaTb C AETbMU
06 ux gpy3bsix B VIHTepHeTe.

7. HactamBante, 4toObl O€TW HMKOrga He cornawanicb Ha JIMYHble BCTPeYM C Apy3bsMKU MO
WHTepHeTy.

8. MNo3BonanTe AeTsM 3axoOuTb TOMNbKO Ha calTbl N3 «B6enoro» cnucka, KOTOpbIN co3ganTe BMecTe C
HUMUN.

9. MpuyunTte geten HUKOrAa He BblAaBaTb JIMYHYIO MHPOPMaLMIO CpeacTBaMMU 3MEKTPOHHOWM NOYThl,
4yaToB, CUCTEM MIHOBEHHOr0 06MeHa COOBLLEHUSIMU, PErMCTPALMOHHBIX (DOPM, NMYHBIX Npodunel n
npu perncTpaummn Ha KOHKypcbl B IHTepHeTe.

10. Mpuyunte geTen He 3arpyxaTtb NporpaMmmbl 6e3 Bawero paspelueHnst. O6bsICHUTE UM, YTO OHM
MOryT CryYariHO 3arpy3uTb BUPYChI UK OpYroe HexxenaTtenbHoe nporpaMMHoe obecneyeHme.

11. Cospaiite Bawemy pebeHKy orpaHMyYeHHYH YY4eTHYIO 3annch Ansi paboTbl HA KOMMbIOTEpPE.



12. Mpuyunte Bawero pebeHka coobliaTb BamMm O NOObIX yrpo3ax Wnu TpeBorax, CBS3aHHbLIX C
MHTepHeToM. HanomHuTe getsam, 4To OHM B 6e30nacHOCTM, ecrnv caMm pacckasann BaMm O CBOUX
TpeBorax v onaceHusx.

13. PacckaxuTe getam o nopHorpadum B IHTepHeTe.

14. HactauBante Ha ToM, 4ToObl 4€TM NPenocTaBNAnM BaM AOCTYN K CBOEWN 3MNEKTPOHHOM MouTe,
4YTOObI Bbl YOE4MIMCh, YTO OHM HE OOLLATCHA C HE3HAKOMLIaMMU.

15. OObsACHUTE OEeTAM, 4YTO Henb3s MCMoSfb3oBaTb CETb AN XYNUraHCTBa, PacnpoOCTpPaHEHUs
CrreTeH unm yrpos.

BospacTt geten ot 13 go 17 net

B aTom BO3pacTe NOgpOCTKM aKTMBHO MCMOSMb3YHT NMOUCKOBbLIE MALLWHbI, NOMb3YHTCA 3NEKTPOHHOM
noyton, cnyxbamm MrHoBeHHoro obmeHa COOOLEHNAMKN, CKauMBaOT My3blky U (OUMbMbI.
Manb4dnkam B 3TOM BO3pacTe Gonblue Mo HpaBy CMeTaTb BCE OrPaHUYEHUSA, OHU XaxayT rpyboro
tOMOpa, a3apTHbIX UIP, KAPTUHOK «Ansi B3pocrbix». [JeBoYkM npegnoymtatoT obartbes B YaTax, npu
3TOM OHM ropasfo 6onee YyBCTBUTENbHbI K CEKCYarlbHbIM AoMoraTenscTeam B IHTepHeTe.

3avacTylo B JaHHOM BO3pacTe pOoAUTENSM yXKe BeCbMa CrOXHO KOHTPONMpoBaTb CBOMX AeTeu, Tak
Kak 06 VHTepHeTe OHU yxe 3HalT 3HauuTenbHo Gonblue cBOMX poauTenen. Tem He MeHee, He
oTnyckanTe geten B «cBoboaHoe nnaBaHue» no NHTepHeTy. CTapaiTecb akTMBHO y4acTBOBaTh B
obueHnmn pebeHka B MHTepHeTe.

BaxHo no-npexHemMy cTporo cobGntogaTb npaeuna VMHTepHeT-6e30MacHOCTU -CornalleHne Mexay
poautensMu u aetbMu. Kpome Toro, HeoGXoOMMO Kak MOXHO 4Yalle npocMaTtpuBaTtb OT4YeTbl O
AesiTenbHOCTU AeTel B VIHTepHeTe. CnegyeT o6patuTb BHYUMaHWe Ha HeoBXoaMMOCTb CoaepKaHUs
POAUTENbCKUX Naponer (naponer agMMHUCTPATOPOB) B CTPOrOM CekpeTe M 0bpaTuTb BHMMaHWE Ha
CTPOroCTb 3TUX Naponen.

CoBeTbl No 6e3onacHOCTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Cos3gante CnNUCOK OOMAalUHMX MpaBuil nocelleHns WMHTepHeTa npu ydacTum NogpoCTKOB W
TpebynTte 6e3ycnoBHOro ero BbinonHeHust. O6roBopnTe ¢ peGeHKOM CMMCOK 3anpeLleHHbIX CauToB
(«4epHBIN cnMCOKY), Yackl paboTbl B MIHTepHeTe, pykoBOACTBO MO obuieHuto B NHTepHeTe (B TOM
yucne B yaTax).

2. KomnbloTep ¢ noakntodeHnem K cetu VIHTepHeT AoMmKeH HaxoauTbcs B 00LLel KOMHaTe.

3. He 3abbiBanTe b6ecenoBaTh ¢ AeTbMU 06 nx opy3bsax B VIHTEpHeETE, O TOM, YEM OHM 3aHSTbI TaKNM
obpasom, ByaTo peyb naeT o Apy3bsix B peanbHOW Xu3Hu. CnpaiwumBanTte O nogdax, ¢ KOTOpbiMuU
aetn obLiaTca NocpeacTBOM Cry>k6 MrHOBEHHOro obmeHa coobLeHnaMK, YTobbl yoeanTbes, 4To
3TW NOON UM 3HAKOMBbI.

4. Wcnonb3yhTe cpeactBa ONOKMPOBaHMSA HEXeENaTenbHOro KOHTEHTA KaK [JOMOSfHEHWe K
cTaHgapTHOMY PoanTenbCKoMy KOHTPOSO.

5. Heobxogumo 3HaTb, Kakumu 4atamy nonb3ytoTcs Bawwm getu. lNoowpsnte MCNonb3oBaHWe
MOAEPVPYEMbIX YaTOB M HacTamBanTe, YTOObI 4EeTK He 06Lanuch B MPMBaAaTHOM PEXUME.

6. Hactauaiite Ha TOM, 4YTOObl O€TW HUKOr4a He BCTpeyanucb MWYHO C APY3bsSMUM U3 CETU
WHTepHeT.

7. Mpuyunte fOeTen He BblAaBaTb CBOK JIMYHYK MHpOPMaUMO cpeacTBaMy 3NEKTPOHHOW MOYTHI,
4aToB, CCTEM MIHOBEHHOIO 06MeHa COOBLLEHNSIMU, PEMMCTPALMOHHBIX (DOPM, NINYHBIX NPOcUNEN 1
npu perncTpaumm Ha KoHKypchl B IHTepHeTe.

8. lMpuyunte OeTeln He 3arpyxartb nporpammbl 6e3 Bawero paspewleHusi. OObsCHUTE UM, YTO
OHW MOTYT CNy4ariHO 3arpy3uTb BUPYCbI UMK ApYroe HexenartenbHoe nporpammMmHoe obecnedeHme.



9. lMpuyunte Bawero pebeHka coobiaTb Bam O MOObLIX yrpo3ax unu Tpesorax, CBSA3aHHbIX C
MHTepHeToM. HanomHuTe getam, 4To OHM B 6€30MacHOCTH, ecnm caMmm pacckasanu Bam, O CBOUX
yrpo3ax unu tpesorax. [loxsannte nx n NOCOBETYNTE NOAOWNTM eLle pa3 B NOAOOHbIX Criyvasx.

10. Pacckaxute getam o nopHorpadum B WHTepHeTe. [lomMorMte um 3awmTutbCA OT Criama.
HayuuTe nogpocTkoB He BblgaBaTb B MHTepHeTe CBOEro pearnbHOro afeKTpPOHHOro agpeca, He
OoTBeYaTb Ha HexernaTenbHble NMCbMa N UCMOoNb30BaTh CneunanbHble NOYTOBbIE (PUMLTPbI.

11. MpuyynTe cebst 3HAKOMUTBLCA C canlTamMu, KOTOPbIE MNOCELLAOT NOAPOCTKMU.

12. Hayunte geten yBaxaTtb ApyrMx B UHTepHeTe. Yb6eamrtech, YTO OHU 3HAKOT O TOM, YTO npasuna
XOpOLLIEro NoBeAeHUs AENCTBYHOT Be3le — AaXe B BUPTYarbHOM MUpE.

13. ObbsACHUTE OeTAM, YTO HM B KOEM CIyvyae Henb3sd ucnonb3oBatb CeTb ANsl XynuraHcTea,
pacnpoCTpaHEHUs! CMETEH UMW YrPO3 APYTUM MOASM.

14. O6cyouTe C nogpocTtkamu npobnembl CETEBbIX as3apTHbIX WUIP U UX BO3MOXHbIA PUCK.
HanomHute, 4TO 4ETU HE MOTYT UrpaTb B 3TW UIPbl COrMacHO 3aKOHY.

MOCTOSAHHO KOHTPONUPYNTE Ucnonb3oBaHue NHTepHeTa Bawum pebeHkom! 3TO He HapylleHne ero
MINYHOrO MPOCTPaAHCTBa, a Mepa MpefoCTOPOXHOCTM U nposiBrieHne Bawen poanTensckon
OTBETCTBEHHOCTM U 3a00ThlI.



